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EDITORIAL 

Dear readers, 

Herald’s purpose is to provide the public with the latest 
updates on military and security-related subjects. The aim 
of this issue is to disseminate the positions and expertise 
of the Headquarters’ staff alongside specialists from the 
entire NATO community and distinguished academics. This 
publication can be retrieved and distributed in electronic 
form through the site of NRDC-GR HQ.

The topics that can be found in Issue 14 are 
concerning the COVID-19 outbreak and military medical 
treatment facilities. Also, articles analyzing operational 
issues and missions and how security can adapt in a 
hybrid world. Additionally, you can read articles focus on 
terrorism financing and various legal perspectives of NATO 
operations. 

The Public Affairs Office team would like to thank the 
writers of the articles for their contribution. PAO’s goal 
is to inform the entire community concerning the latest 
developments at NRDC-GR HQs and beyond. Please, 
bear in mind that the views expressed in the articles are 
those of the contributing writers and do not represent the 
official opinions of NRDC-GR or NATO.

In these difficult times be informed, be prepared and 
be ready to fight for a better world. 

Very respectfully, 

Thomas SYRPAS
OF-5 (HE A) 
Chief PAO
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Dear reader,

It fills me with great pleasure, 
privilege and honor being the 
Commander of NRDC-GR for a few 
months now. I seize the opportunity, 
through the 14th issue of the “HQ 
NRDC-GR Herald,” to highlight a few 
thoughts looking to the future.

The current period is characterized 
by two totally different, but also 
demanding and interacting situations 
simultaneously, the COVID-19 
pandemic reality and the upcoming 
MC-LCC role for our Headquarters
according to the “LTCP 2018.” Our
effort is to balance between the old
challenges and the arrival of new
ones. As the character of a future
cannot be precisely anticipated, we
must be ready and rapidly adapt to
the tasks and the mission the Alliance

requests so to be ready on time.

Our personnel, managed in 
total and in a component manner 
to keep the COVID-19 pandemic 
under full control. Aligned with the 
country’s authorities, which not only 
have taken swiftly all the necessary 
measures, but also have excelled in 
superb communication management 
since day one, building the crucial 
trust necessary for its population, to 
embrace the measures imposed. As 
summer approaches, we are now 
facing the next phase of the pandemic 
under a brighter light.

After a successful period as a 
Joint Task Force (JTF), which ended 
last December, NRDC-GR staff has 
already started the preparation for the 
MC-LCC role. Our intention is to further

experiment, refine the requirements 
to that role and share the Lessons 
Learned within the GRF(L) HQs 
during that period, in which will be 
engaged into. We foresee and we are 
sure for a successful outcome, which 
is the main aim for our Headquarters.

In closing, I’m extremely grateful, 
incredibly confident and extremely 
proud of our HQ’s personnel. My 
message for the future is: “Future 
success derives from collective 
effort.” The future belongs to them 
who are intensively trying for it and all 
in NRDC-GR work for that future.

Thank you for your kind attention,
I really hope you enjoy this magazine!

          Dimitrios KOUKKOS
 Lieutenant General (HE A)

Commander nrdC-Gr HQ
Lieutenant GeneraL (He a) dimitrios KOUKKOS
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THE INTERNATIONAL STRUCTURE 
IN THE AGE OF COVID-19

For many decades, Inter-
national Relations theorists were 
absorbed by the conviction that 
only wars, economic collapses or a 
combination of both were capable of 
changing the systemic polarity and 
lead towards the emergence of a new 
international order. Largely due to the 
dazzling progress of medical science, 
we were lured into the belief mistaken 
in that human societies and their civic 
structures were immune to extinction, 
not from the enemy at the gates but 
from human biological fragility itself. 
Suddenly, the COVID-19 pandemic 
arrived, shocking us into a moment of 
clarity.

Since the dawn of history, various 
pandemics have caused extended 
famines that led either to continuous 
and bloody wars or to the collapse of 
the existing international balance of 
power. As humans, we tend to forget 
that much of this is a tribute to the 
survival process. A major adversary 
that is no more than fragile human 
nature is too often held hostage to 
a multidimensional psychological 
fabric that is under the influence of 
many uncalculated, or should I say 
uncharted, biological variables.

A long history of pandemics has 
for centuries played central roles in 
dissolving societies and cultures. 
The Plague of Athens during the 
Peloponnesian War that played its 

role in the Athenian defeat by the 
Spartans; the Plague of Justinian 
decisively ended Emperor Justinian’s 
efforts to re-unite the Western with the 
Eastern halves of the Roman Empire; 
the Black Death resulted in various 
and bloody religious wars across 
the European continent and also to 
gory pogroms against the Jews or 
the Roma; the scourge of smallpox 
led to the outbreak of a pandemic 
annihilating the great empires of the 
Incas, Aztecs and Mayans; cholera 
helped ignite anti-colonial sentiments 
in the British dominions on the Indian 
subcontinent; the Spanish Flu gave 
a considerable boost to the rise of 
totalitarian regimes across Europe 
during the mid-War period due to 
the social unrest and the economic 
collapse that it created. Is the current 

COVID-19 pandemic analogous to all 
the above?

As in every traumatic global 
event the COVID-19 has been testing 
severely the existing well-defined 
sociopolitical and economic doctrines 
of our time. Thus, it is worthwhile to 
observe the corresponding events in 
the international systemic structure 
as well. However, I argue that this 
pandemic will not lead to the birth of a 
different polarity than the existing one 
but, on the contrary will either intensify 
the operation of the existing systemic 
structure or will allow it to continue 
and resume its current course.

Since 9/11 the international 
structure passed from the brief yet 

PhD Spyros N. Litsas
Professor of International Relations at the University of Macedonia and at the 

Supreme Joint College of War of the Greek Armed Forces
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military and an energy pole presented 
the United States (US) with multiple 
geostrategic challenges. It was 
during that time that various analysts 
argued for, or even at one extreme 
prophesized, the end of American 
leadership of the west or even more 
broadly globally. More recently, the 
adoption of Jacksonian protectionism 
as the major US approach in the 
era of “Make America Great Again” 
and the gradual weakening of the 
Transatlantic concept by the existing 
administration in the White House 
underlined the conviction that after 
a century of methodical leadership 
America’s prime role in western affairs 
was coming to an end. However, is 
this the future for the post COVID-19 
international balance of power?

As I argue with my students, 
predictions in Social or Physical 
Sciences are alluring, yet 
unsystematic attempts by some 
academics to win their Warholian 
fifteen minutes of fame are in the end 
counter-productive. Thus, instead of 
my subjective forecasting, I will offer 
two scientific hypotheses for the post-
COVID-19 era, the rational and the 
pessimistic one. 

  Spyros N. Litsas is a Professor 
of International Relations at the 
University of Macedonia and a Visiting 
Professor (non-Resident) at the Joint 
Supreme College of War of the Hellenic 
Armed Forces. From 2017 until 2019 
he was also a Visiting Professor 
(non-Resident) at the University of 
Grenoble, France. He obtained his 
Ph.D in International Relations Theory 
from the University of Durham, UK 
and the Department of Politics. He has 
extensively published in Greek and in 
English. His most recent publications 
include: 

- US Foreign Policy in the Eastern
Mediterranean: Power Politics and 
Ideology Under the Sun. New York, NY: 
Springer, 2020.

- Russian Foreign Policy in the Middle
East under Putin: Can Bears Walk in 
the Desert? in Yiannis Stivachtis (ed.), 
Conflict and Diplomacy in the Middle 
East: External Actors and Regional 
Rivalries. London, UK: E-International 
Relations, 2018.

- Thucydides and Rationalism: A
Study Beyond Rational Choice. The 
Journal of International Relations, 
Peace Studies and Development 
(2018), vol. 4, no.1.k.

The rational one argues that 
the western world will be able to re-
structure itself, strengthening the 
operation of the European Union and 
NATO, laying the foundations for the 
dawn of the next era of the western 
world under the umbrella of a potent 
Transatlantic Union. For this, Canada 
and the US must be willing to come 
forward and together with Germany 
prepare for a new Marshall Plan for 
the European states. By doing this, 
European markets will be ready to 
open once again, allowing for global 
consumption to re-emerge and 
thus global production to re-start. 
This strategically designed move 
would allow for the entrance of new 
players in the international arena, 
including Japan, India and Australia. 
Such a development would reduce 
the probabilities of a new Security 
Dilemma between the post COVID-19 
great powers. With more actors 
competing in the central arena, the 
more random variables will emerge 
between all these states leading to 
an increase of interdependence and 
thus a decrease of fear which is the 
main generator of the Thucydides 
Trap. If the capacity of each Great 
Power in the international system is 

utterly stable period of the restricted 
American unipolar era (1991-2001) 
to a new, multipolar status quo with 
China and Russia emerging, not as 
equal but, as proficient international 
actors to compete with, even 
antagonize the United States. The rise 
of China as a global trading  power, 
and the re-emergence of Russia, 
especially due to the catalytic effects 
of the Arab Spring, in the Middle East 
and North Africa (MENA) region as a 
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Δ, the generating fear of each Great 
Power from the capacity of the other 
ones is Φ, and the random variables 
are Ω, then in an international system 
with six Great Powers:

The emergence of a stronger 
union between Europe and North 
America will not only help the US 
preserve its leading role in the 
western world, or the European 
Union emerge as a more influential 
actor in international affairs, but 
will also contribute to international 
stability without interrupting systemic 
competition. A quantitatively 
extended and firmly established 
multipolar systemic structure will 
offer the opportunity to the post 
COVID-19 era to absorb every kind 
of geostrategic revisionism by lesser 
or greater rogue elements that will 
seek an opportunity to gain from the 
emerging geostrategic volatility in 
the years to follow the end-game of 

this pandemic. I am not suggesting 
that the rational scenario promotes 
international co-operation between 
opposing sides. On the contrary, the 
present time reveals that antagonism 
between the US and China will be 
greater and will mainly concentrate 
on the undeniable responsibilities 
of Beijing’s poor response during 
the first weeks of the emergence of 
COVID-19 in Hubei province. At the 
same time, China will charge that 
Washington did not help its friends 
and allies in Europe to minimize the 
negative influence of the pandemic 
in their societies and economies. In 
chorus, Moscow has shown it is ready 
to hit the western world hard in the 
field of energy, primarily focusing on 
an attrition process with Saudi Arabia 
on oil pricing. However, the rational 
scenario argues that the broader the 
systemic multipolar structure will be, 
the less fear will be produced among 
states due to the rise of the random 

variables. The triggering of a Security 
Dilemma will be less possible than 
it will be in the following pessimistic 
scenario.

In the pessimistic scenario, the 
post-COVID-19 era will unfold in the 
dystopian mode where the US will 
be weakened and decayed by the 
pandemic to the point where it will 
neglect to assist the sociopolitical and 
economic reconstruction of Europe. 
This would create an existential crisis 
within the framework of the European 
Union, leading to its collapse. The end 
of the European Union will lead to the 
disintegration of NATO too, resulting 
in the compromise of western 
security and the fragmentation of 
the western world into medium or 
small particles with reduced circle 
of activities and limited influence. In 
this scenario, the US will continue to 
be a major player in the international 
arena yet with considerably reduced 
influence. US, China and Russia 
will carry on with their leading 
functioning, with India struggling 
hard to survive its failure to impose 
social distancing in its over-crowded 
urban centers, while Canada under-
performs as an international actor 
due to the American inconsistency. 
This condition will result in a limited 
multipolar systemic structure 
where the occurrence of a Security 
Dilemma will be more possible than 
in the optimistic scenario. Thus 
the probabilities will increase of 
witnessing a Thucydides Trap, since 
fear will be constantly produced 
among the three major players and 
the random variables will be equally 
less due to the restricted framework 

Δ1 ≤ Δ2 ≥ Δ3 ≤ Δ4 ≥ Δ5 ≤ Δ6 ≈ Φ/ (Ω1 + Ω2 + Ω3 + Ω4 + Ω5 + Ω6 …) =  
=Δ(6) ÷ Ω (v) ~ Φ (6)

NRDC·GR 
erald 
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of the multipolar systemic structure. 
In this scenario the international 
condition will be portrayed as follows: 

Δ1 ≤ Δ2 ≥ Δ3 ≈ Φ/ (Ω1 + Ω2 + Ω3 
…) = Δ(3) ÷ Ω (v-3) ~ Φ (3)

Globalization will collapse under 
the cruel reality of a Hobbesian 
survival of each state alone, meaning 
that humanity will return to those days 
when a free market economy was not 
working efficiently for the majority of 
the globe, while states’ antagonism 
is more of a reality than states’ 
competition. Due to the continuous 
and constantly increasing friction 
between nations and societies, the 
economic reconstruction of the globe 
will not be possible for a long period 
of time. As a consequence, domestic 
disorder will make its appearance 
more frequently and forcefully 
even in the democratic states. 
This will weaken the core of the 
democratic institutions and will offer 
the opportunity for non-progressive 
politicians to emerge as reactionary 
Messiahs and demand for the 
limitation of civil liberties and human 
rights. The pessimistic scenario will 
see the end of the western world as 
it was known up until the emergence 
of the COVID-19 pandemic. It goes 
without saying that this development 

will not only lead to the decline of 
systemic stability but also to the 
deterioration of the western culture 
that had grown directly from the Age 
of Enlightenment. 

The International System and 
structural stability will be exhaustively 
tested as soon as humanity steps 
into the post-COVID-19 era. The 
realistic scenario may occur only if 
the western world in general and the 
US in particular comprehend that 
the next day will resemble the first 
verses of Dande’s Inferno Canto, and 
thus a joint effort will be needed from 
the western world, with Washington 
abandoning its Jacksonian safe-

zone, in order to exit the “dark wood” 
laying in front of us. Otherwise, the 
pessimistic scenario will fully unfold 
its content generating continuous 
geostrategic crises and economic 
blackouts for a prolonged period of 
time.
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MILITARY STRATEGIC COMMUNICATION: 
THREE SIMPLE PRINCIPLES

Military Strategic Communication: 
Three Simple Principles 

As we enter the third decade 
of the twenty-first century, the 
exponential pace of development 
of the “Information Age” represents 
many challenges and opportunities.

Faced with the task of operating 
in such a complex information 
environment, it is hardly surprising 
that military headquarters are 
developing ever more complex plans, 
procedures and practices within their 
STRATCOM, Information Operations 
(Info Ops) and PAO functions.  After 
all, military doctrine has traditionally 
been developed over many years of 
hard-won operational lessons and 
intellectual research by some of the 
brightest and best-trained military 
minds.

In general, this is entirely right 

and proper. Whether we use the 
NATO Comprehensive Operational 
Planning Directive (COPD), the UK 
Allied Joint Doctrine for the Planning 
of Operations, the US Joint Planning 
doctrine or any number of national 
equivalents, the accumulated 
knowledge and experience distilled 
in these fine publications provides a 
robust framework for the planning of 
military operations in very complex 
environments.

However, sometimes complex 
planning processes, punishing battle 
rhythms, and the multitude of boards, 
working groups and endless meetings 
can actually be counterproductive. 
It is my view that this is often the 
case when large military HQs try to 
address the information environment 
in their area of operations.

Please note that I’m not for a 
moment advocating that we don’t plan 

campaigns, key messages and crisis 
communication SOPs.  I’m making 
the point that, in the midst of the 
planning process, we should not lose 
sight of simple principles.  This article 
describes three such principles, 
which I believe every HQ Strategic 
Communication leader should keep 
front-and-centre in their thinking.

 1. “The Audience is Everything”

As with all basic principles, 
it seems obvious that we should 
always consider the audience we 
are addressing. After all, military 
Psychological Operations have 
always had Target Audience Analysis 
(TAA) as a key discipline.  However, 
in my experience there is a tendency 
for decision makers to focus primarily 
on the message - with the audience 
often relegated to an afterthought, if 
even considered at all.  This seems 
to me to be particularly true when key 
decision makers are not professional 
communicators, a point I will return to 
when addressing my second “simple 
principle.”

When audience analysis is 
carried out, as part of campaign 
planning for example, the output 
is often hopelessly naïve and so 
generic as to be virtually useless to 
the planning process. The reality 
is that audiences in virtually all 
operational environments are likely 
to be segmented in all sorts of ways, 

John McPhie 
Journalist and Strategic Communication consultant

John McPhie is a journalist and Strategic 
Communication Consultant.  As Managing 
Principal of Beljulias Ltd, he has supported 
military operations in Iraq, Afghanistan and 
Somalia and NATO exercises throughout 
Europe, including many at the Joint Warfare 
Centre (JWC) in Stavanger.  He has a 
particularly close professional relationship 
with NRDC-GR and HQ ARRC.

www.beljulias.com
www.twitter.com/johnmcphie
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which is complex by necessity?  My 
suggestion would be to embrace the 
concept of “Mission Command” in 
our communications efforts.  In other 
words, can we delegate decision 
making to the lowest rank possible, or 
to sub-unit commanders in their own 
areas of operation?

It has consistently surprised me 
how often senior officers, sometimes 
very senior officers are required to 
sign off on relatively trivial aspects of 
Info Ops policy or messaging content.  
If the Commander, or Chief of Staff of 
your HQ has the final say on such 
matters, then I would respectfully 
suggest that is a structure that would 
benefit from streamlining.

Often with these structures, 
the final approving officer has no 
real grasp of the background of the 
analysis and decision making that 
has led to the product or process he 
or she is being asked to approve.  In 
which case, either they are making 
relatively uninformed decisions or 
supporting staff must take the time 

to provide enough background 
information to aid the decision-
making process. In my opinion, both 
of these approaches are flawed.

My recommendation that such 
decisions are made at the lowest 
possible level requires trust on the part 
of senior officers, proven competence 
on the part of supporting staff and a 
willingness to listen to specialists 
in the field.  Simplified structures 
won’t work in all circumstances but 
very often they are part of a more 
efficient and responsive Strategic 
Communication HQ function, where 
speed of response can be a vital 
element of success.

3. “Be Bold”

The concept of courage is central 
to the military ethos.  Physical 
courage is admired and developed 
from the first day of basic training.  
Moral courage is an essential part 
of the values and standards of every 
military organisation.  To be a soldier 

with an individual audience member 
often fitting more than one defined 
segment. 

It is an essential part of 
the communication process, to 
understand who are we seeking to 
communicate with, what is important 
to them, what motivates them and 
what is their opinion of us?  To do this 
effectively, we must look beyond J2 
assets.  Although military intelligence 
has a very important part to play in 
the process, we must seek out other 
sources of information, especially 
non-traditional open source means.

As the old military adage goes, 
“Time spent in reconnaissance is 
seldom wasted.” 

My message would be that “Time 
spent on audience analysis and 
segmentation is never wasted.”

2. “Keep it Simple, Empower 
your People”

This, again, is an obvious 
suggestion and one beloved of 
military instructors the world over.  
However, in my experience, military 
organisations have a tendency to 
over-complicate some things best 
left simple.  And, the larger the HQ 
the more complicated processes 
become.

As I have already mentioned, this 
is no bad thing, generally speaking.  
To operate in extremely complex 
environments does require much 
effort from large groups of talented 
individuals, organised into efficient 
teams and reporting structures.

So, how do we simplify that 
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is to embody bravery.

And courage can be seen in the 
actions of military forces every day on 
operations.  To take decisive action 
is a vital attribute, as is the ability to 
act swiftly.  And yet, in my experience 
on operations in various theatres, it 
is often easier to prosecute a target 
of opportunity in a kinetic fashion, 
often with devastating firepower, than 
it is to gain approval for a series of 
messages on Facebook or Twitter.

There are many reasons for this 
being the case.  Kinetic action is the 
main activity for military forces and 
has been since the dawn of warfare.  
Therefore, there is justified confidence 
in conducting such actions, with the 
HQ planning processes finely honed 
and practised, the C2 elements 
efficient and expert and the tactical 
actions experienced and well-drilled.  
The element of risk is considered at 
every stage and yet does not usually 
delay the eventual action, particularly 
if the target is time sensitive.

As a civilian, this level of expertise 

and professional competence is 
deeply impressive.  And yet, the 
situation with non-kinetic targeting, 
particularly within Information 
Operations or PAO engagement with 
the local population is often very 
different.

In my experience, there is often 
a tendency to over analyse, hesitate 
and delay Info Ops activities, even 
where there is a clear imperative 
to act decisively and swiftly. Risk 
Assessment can take days and is 
often disproportionate to the actual 
risk of reputational damage, which I 
see as the main fear.  Whether this 
comes from a lack of professional 
confidence in these disciplines or a 
general fear of making public mistakes 
is difficult to say, and certainly every 
HQ in which I have worked has been 
different in many respects, making it 
difficult to generalise.

Certainly, there is a common 
thread where non-specialists are 
often keen to express their opinions. 
Everyone can read and write, so why 

can’t everyone have a valid opinion 
on media engagement, for example? 
This is an unhelpful view and one that 
would not be tolerated in any other 
military discipline, where experts are 
rightly given their proper place.

My advice would be to have 
confidence in your in-house experts.  
Trust your STRATCOM specialists, 
your  Info  Ops  planners, your PSYOPS 
operators and PAO professionals.  Be 
bold in your thinking.  Do not be afraid 
to act swiftly and decisively.  Yes, you 
will likely make mistakes, but unlike 
kinetic action, it is unlikely that death 
will result from any misjudgements, 
except in the most extreme of 
situations.

The famous motto of The Rifles 
Regiment of the British Army reads: 
“Swift and Bold” – good advice 
for any military formation, which 
applies equally well, in contemporary 
information environment.

So, three simple principles.  Easy 
to remember, and obvious advice in 
some respects but often forgotten in 
the heat of military operations.  I’m 
not suggesting that my advice is 
unique, smart or indeed applicable 
in every circumstance.  But basic 
principles are often forgotten and 
taking a moment to refer back to the 
basics is something that could benefit 
us all, from time to time.

There are many ways to “Cut the 
Gordian Knot” – it requires strength, 
cunning and intelligence.  But some 
simple principles are definitely also 
worth considering.

NRDC·GR 
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MAJOR GENERAL (HE A) SPYRIDON GIANNAKAKIS’s 
OPENING SPEECH 

AT THE 2020 LEGAL ADVISORS’ SEMINAR

In the context of 2020 NRDC-
GR Legal Advisors’ Seminar was 
conducted this year under the 
title “Legal Contribution to NATO 
Operations Planning Process” (4th 
to 7th February 2020, Thessaloniki, 
Greece), Major General Spyridon 
GIANNAKAKIS, Director of the 
Hellenic National Defense General 
Staff Legal Corps and Legal Advisor 
to the CHOD, delivered an opening 
speech addressing the event.

The General highlighted that 
events of such nature manage 
to bring around the same table 
several legal experts, professionals, 
academia, legal advisors from across 
the whole NATO structure and from 
all Allied nations, offer a venue and a 
forum to share thoughts, capitalize on 
experience and develop a common 
understanding upon critical legal 
issues and constitute a stimulating 
opportunity that puts a stepping stone 
towards building legal interoperability. 

Furthermore, Major General 
Spyridon GIANNAKAKIS indicated 
that today’s reality is characterized 

by politically unstable times, marked 
by new geo-strategic realities, 
uncontrollable social dynamics, the 
emergence of new and asymmetric 
security threats, as well as by new 
technologies that are being introduced 
in the modern battlefield. This is 
exactly the context, as the Major 
General pinpointed, within which 
NATO and national legal advisors 
are called to provide sound, concrete 
and professional legal advice. This is 
why the Hellenic National Defense 
General Staff’s legal department is 
working tirelessly in order to address 
the current security environment, 
including via the training of its legal 
advisors, the cooperation with 
its partners and allies, as well as 
the participation in multinational 
exercises. 

Moving on, it was considered 
important for the Major General 
to underline that mapping and 
interpreting legal challenges is highly 
demanding and requires a high level 
of training and familiarization with the 
relevant legal instruments – something 
that renders events such as this 
Seminar really crucial. Moreover, it 
was emphasized that when 
it comes to the planning 
of a military operations 
or missions, the legal 
framework is an “operational 
enabler.” And this is because 
the legal framework 
provides a regulatory 
basis for achieving military 
objectives in a lawful way, 

thus rendering legal advisors “mission 
enablers.” Legal advisors should, 
therefore, be seen as part of the 
team, as actors whose ultimate goal 
is to help their Commanders to the 
accomplishment of the operational 
objectives of each military mission. 

Additionally, the Major General 
supported that integrating legal 
aspects to the targets’ selection, 
developing the rules of engagement 
and working with planners on the 
relevant legal principles concerning 
the use of force, all mitigate legal 
risks. Similarly, reviewing and 
evaluating proposed courses of action 
to ensure their compliance with the 
applicable law, designing mission 
specific agreements and, finally, 
drafting a comprehensive legal Annex 
to the Operation Plan all constitute 
vital responsibilities of the operational 
legal advisor. 

Major General Spyridon 
GIANNAKAKIS concluded that 
the deep involvement and early 
integration of the legal advisor in the 
planning process both constitute key 
to success.
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AN OPERATIONAL HQ: ESSENTIAL ELEMENTS

The essential elements of an 
Operational HQ are: connectivity, 
sensemaking, internal processes and 
effects to be produced.

Connectivity is closely related 
to the confirmation that the HQ will 
have in its Area of Responsibility. In 
fact, there are several solutions to 
guarantee a minimum footprint and 
maximum efficiency. On the one 
hand, the dispersion of the Command 
Post allows it to be difficult to identify 
and to have redundancy in case of 
neutralization of one of its elements.

On the other hand, however, the 
dispersion requires a substantial 
increase in the elements making up 
the devices, especially in terms of 
continuity. In fact, the connection of 
the elements must be guaranteed 

by adequate protected lines and 
technical support staff. The need for 
dispersion is most felt for a Division/
Corps Command Post, while for a 
command such as MC-LCC or JHQ, 

the possibility of protected structures 
in the rear area far enough from the 
contact line should be considered.

Still on the subject of connectivity  
much has been discussed in recent 
times on the possibility of exploiting 
artificial intelligence to facilitate the 
exchange of internal communications 
and also reduce the personnel involved 
in processing information. Request 
for Information (RFI) management 
is a concrete example, in fact some 
Commands are experimenting with 
the ability of a database that collects 
and prioritizes them, with continuous 
automatic updates in the event of 
replies or redundancies.

Regarding the use of artificial 
intelligence, it remains beyond doubt 
that the skills and responsibilities 
attributed to the command line can be 

Exercise Eagle Meteor 2019 (EAME19), conducted last October in the training area of 
Carpegna (central Italy), was for Vittorio Veneto Division the most important training 
event carried out in 2019 as secondary training audience under NRDC-ITA command 
and control and within a high intensity warfighting scenario with a 24/7 working hours 
program. For many aspects, EAME19 was the opportunity to consolidate knowledge, 
experience and procedures established along the last three years previous exercises.  

In particular, EAME19 was the venue to validate the so-called «Light Command Post 
Concept,» which provides the Divisional Command Post with a C2 structure whose 
main features are limited logistic footprint, mobility and agility, low electromagnetic and 
thermal emission, resilience and extensive use of reach-back function. This configura-
tion gives flexibility to the Commander when adapting the Command Post deployment 
according to the operational environment threat assessment and in relation to risks new 
technologies pose to military units in operations. 



articles

11

HQ NRDC·GR 
Herald 

replaced by machines.

Sensemaking is the command 
post’s ability to have a clear view of 
the operating environment in order 
to make the right choices. This ability 
derives from the possibility of having 
not only as much information as 
possible but also many specialists in 
different sectors capable of processing 
it. The history of the functional 
compositions of a HQ shows how as 
a sector became important, a special 
branch or cell was created within 
the command. The modern model of 
Functional Areas organization comes 
from the WW I Foch’s Headquarter in 
which four branches (bureau) followed 
the different matters (more or less 
the same we have today: Personnel, 
Intelligence, Operations, Logistic). 
Moving forward in time,  the evolution 

of the environment forced HQs to 
adapt new requirements with new 
elements (Time-horizon approach, 
interaction with civil organization 
and population, communications). In 

addition, modern warfare environment 
requires  a lot of specialists and 
engagements; think about proxy war, 
trade war, propaganda, cyber attacks, 
infiltration, sabotage, clandestine 
operations. However, increasing the 
level of specialists within the command 
means increasing the working 
groups within which to exchange 
assessments, and consequently 
dilating the cycle of the decision-
making process. This has effects on 
the famous ideal cycle (OODA Loop: 
Orient, Observe, Decide, Act), whose 
fundamental principle is: the shorter 
the cycle, the faster the decision, 
the more you have the chance to be 
proactive.

In an Operational HQ it will, 
therefore, be essential to find an 
equilibrium point to have a decision 
cycle such as to insert Multidiscipli-
nary Working Groups in order to 
cover as many areas as possible, but 
not to exceed too much in order not to 

Starting from an unitary configuration (Main CP), the Command Post is able to detach 
a lighter element (Forward CP) which gives the Commander the option to be more ad-
herent to the manoeuvre having full C2, sufficient logistic support and adequate force 
protection. Completely operating on shelters, the Forward CP responds to needs of 
mobility and agility, being quickly mountable and removable. CIS systems and FAS 
provide the tools to conduct the divisional core process aimed at synchronizing and 
coordinating the overall divisional battle space in cooperation with the Main CP (shared 
battle rhythm).

Directly deployable from the Main CP or as an additional  fraction of the Forward CP, the 
Tactical CP is to temporary cover any Forward CP re-location in terms of C2 or to allow 
the Commander to move to a location where high-level of engagement is deemed to 
be crucial. Despite being extremely light as per personnel, vehicles and equipment, the 
Tactical CP is completely autonomous in terms of CIS thanks to the support provided 
by a dedicated DPoP..
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lengthen the decision cycle.

Processing is the ability of a 
command to organize its work so as 
to obtain the final product (orders, 
directives) as effective as possible. 
The decision-making process and the 
variables that influence capacity and 
time have already been mentioned. 
It should be added that the higher 
the level of a command, the more it 
needs to interact with external actors 
present in the AoR. It refers to the 
GO, NGO, Local Authority, etc. The 
problem of integrating these entities 
into the decision-making process is 
increasingly felt as one moves from 
the tactical level to the operational 
level. Resorting to Liaison Officers 
doesn’t always get effective and 
quick results. Many commands are 
experimenting with the possibility of 
integrating external elements into the 
decision-making process within the 

HQ. This obviously has implications 
for security and access methods, 
but adaptations are always possible. 
Federated Mission Networking (FMN) 
is the key for Alliance Members to 
connect with other Civil Organizations 
and other National Military Forces. The 
information management system will 
enable semi-automated information 
exchange between several level of 
classification.

Finally, Effecting is the ability 
of the Command to disseminate 
effective Orders to face the enemy 
and obtaining, in terms of space and 
time, the desired effects. From an 
operational point of view, one of the 
key elements is the acquisition of an 
“Operative mentality” and the attitude 
to think at the proper level, avoiding 
being dragged into the tactical 
environment. Applying of “Operational 
Art”  is conceptualize the strategic 

Besides the command post exercise, EAME19 was a remarkable opportunity to exploit 
the huge potential of Carpegna Training Area. During the exercise period, several Units, 
belonging and not belonging to Vittorio Veneto Division, conducted a number of training 
activities such as mortar, individual arms and snipers fire range, CBRN training, ISR and 
EW activities, CP defence system activation (including Stinger, RCP and counter-fire ra-
dar assets) with a pick of more than 500 soldiers deployed. Finally, it is to be underlined 
the great effort produced by the HQ Support Regiment in order to provide the adequate 
logistic support to the exercise area.

objectives and transform them into 
tactical tasks for the subordinate 
units, coordinating land, naval, and 
air forces; apportioning resources 
between them; conducting military 
and political intelligence operations; 
promoting harmony between the 
Allied forces participating. Although 
the perspectives share some aspects, 
each clearly had definable tasks 
that are the primary responsibility of 
commanders at a given level. For 
example, the strategic commander 
must apportion resources among 
the Allied nations and their land, 
naval, and air arms of service, the 
operational commander among his 
various tactical units, and the tactical 
commander among his small units 
and their assigned beaches.

Manlio SCOPIGNO
OF-6 (ITA A)

DCOS PLANS
NRDC GR/PLANS DIV
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The  COVID-19 pandemic is the 
first one after the notorious 1918 
influenza pandemic that has come 
to affect in such a catalytic manner 
literally every aspect of human 
interaction on the planet - political, 
economic and social. In this worldwide 
medical crisis that emerged out of the 
blue, there has been a multitude of 
responses by national governmental 
bodies and international organizations 
that have lead in variable outcomes. 
Other nations seem to have escaped 
relatively unscathed and others 
are still facing a tragedy, triggering 
desperate statements by renowned 
figureheads about the countries 
being in a state of war. This metaphor 
probably highlights in the best way the 
grim comparison between the current 
situation and the darkest hours of 
human history, when thousand scores 
of lives were claimed across the 
battlefields. 

If the collection of threats that 
constitutes war is inseparable from 
the military mission, then obviously 
the most relevant counterpart to a 
medical kind of threat is the Military 
Medical Community (MMC). The task 
may seem relatively straightforward 
and fit to the typical medical planning 
procedure: issue the protective 
measures according to the Force 
Health Protection cycle, organize 
the medical management system, 
monitor the progress of the pandemic 
with epidemiological models, 

evaluate the medical response and 
modify accordingly the identified 
ineffective practices. Nevertheless, 
the challenges faced by the MMC in 
this particular threat expand beyond 
the typical deployment setting. In 
the garrison environment, in times 
of peace, military personnel are an 
active part of the society and interact 
with every aspect of civilian life. Under 
these circumstances, a pandemic 
is very likely to put to the test even 
best-laid plans, because of certain 
challenges that are going to inevitably 
arise. Lots of these challenges might 
be identified, but most of them can be 
grouped into three major categories 
that stem from the interactions 
taking place between the MMC, the 
Population at Risk (PAR) - including 
the chain of command - and the 
civilian environment (Figure 1).

The first interaction challenged 

during a pandemic is between the MMC 
and the PAR. It is common knowledge 
that the primary task of MMC during a 
pandemic is to safeguard the health 
status of military personnel and their 
families and the foremost task that 
needs to be implemented is Force 
Health Protection (FHP) (Figure 2). 
Appropriate health and administrative 
interventions promoting social 
distancing, workplace safety and 
personal protection should be 
issued and implemented in order to 
become the first barrier against the 
pandemic spread. Unfortunately, 
in many cases, and especially in 
pandemics of this magnitude, these 
measures ultimately fail. The reasons 
for this is not the health interventions 
themselves, but rather a failure to use 
them. This undesirable outcome is 
based on two main acceptances: first, 
the inherent PAR’s will, at any level, to 
implement the mission assigned and 

PANDEMICS & MILITARY MEDICINE CHALLENGES

Figure 1: Interactions between the main stakeholders 
in the military pandemic response
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to keep the job running. Given the 
fact that the measures proposed will 
rapidly modify behaviors, distract the 
functional rhythm, and possibly ruin a 
culture or “esprit de corps” that took a 
fair amount of time to be developed, 
it is obvious that a great amount 
of effort is required on behalf of the 
MMC to overcome this reluctance. 
This effort is multiplied by the fact 
that there is no visible “end-point” 
to signify the success of measures.  
This is the second acceptance: the 
sad fact that when FHP is successful, 
absolutely nothing happens. The 
crucial point for the decompression 
of this confrontation seems to be 
the realization of both parts that, 
during a pandemic, FHP measures’ 
implementation are a mission itself 
and, as a general rule, they have to 
be implemented with a centralized 
planning and decentralized execution 
pattern. No end state should be 
sought for this mission; perseverance 
to the task implementation itself may 
act as one. On the other side, it is the 
MMC’s responsibility always to keep 

in mind the fundamentals of the PAR’s 
mission and incorporate the scientific 
inflow to the particular military context. 

The next challenging interaction 
is between the PAR and the civilian 
environment. In garrison, chain 
of command, personnel and their 
families are prone to the multitude of 
all available means of communication 
– massed or not – from all possible
sources. Much of this input comes
from reliable sources that add to
knowledge about the issue at hand –
namely the pandemic. Nevertheless,
the vast majority of this information
derives from sources of an at least
questionable credibility or from 
personal opinions that promote social,
cultural, religious or political agendas.
The result is an unfiltered inflow that,
in most cases, exerts a detrimental
effect on every attempt of codifying the 
body of measures that are important
for the pandemic containment and
management. This effect is usually
an overreaction to the situation:

either an underestimation, like 
ignorance, defiance and resistance, 
or overestimation, like fatalism and 
panic. One way or another, both 
stances negate the MMC and chain 
of command authority, convey the 
element of doubt, and finally divert the 
PAR to other sources of assurance 
which, inevitably, will cause confusion. 
Against this information storm, it is 
crucial for the MMC to stand for clear 
and honest messages as it regards 
the situation. A message of care for 
personnel and their dependents as 
valuable members of a wider family, 
intertwined with a firm fixation on 
scientific evidence adapted to every 
special circumstance, is the best 
remedy against doubt and mental 
corrosion regarding the pandemic. 
The PAR should feel privileged by 
knowing that dedicated and expert 
military colleagues are monitoring the 
situation 24/7 and will promptly uphold 
any development that may contribute 
to their well-being and security. 

Finally, a pandemic of this scale will 
soon render necessary for the MMC 
to interact bilaterally with the Civilian 
Medical Community (CMC), in terms 
of personnel, supplies, equipment and 
installations (Figure 3). This interaction 
between the civilian environment and 
the MMC is the one that closes the set 
of interactions and maybe the hardest 
link to be established. It is obvious 
that the civilian medical mentality 
shares many common aspects with 
its military counterpart. The problem 
is the existence of striking differences 
that usually overwhelm the similarities 
and in many cases, fuel the danger of 

Figure 2: Slovenian medical personnel testing EUFOR personnel 
at Camp Butmir in Bosnia and Herzegovina
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setting both the systems on a collision 
course. The MMC focuses on the 
force sustainment, using norms, rules 
and procedures. This is a result of a 
regulated planning process which 
also accepts unavoidable risks, even 
a number of casualties as well. This 
may be a no-nonsense desirable 
management in a deployed setting, 
but, in the civilian setting, the danger 
of an emotional disconnection with 
the society will constantly lurk around.  
On the other side, CMC mentality is 
more individual-driven and focuses 
on administering medical services in 
a more humane and compassionate 
way. This approach may be also the 
cause for the demise of the whole 
effort: an emotion-oriented system 
becomes more vulnerable to both 
external and internal influences based 
on public opinion shifts and may 
lead to a catastrophic reallocation of 
resources. But, as it happens in most 

cases of conflicts, opportunity steps in 
to bridge the gap. The MMC and CMC 
should move on and embrace the 
other system’s positive characteristics 
and, simultaneously, acknowledge 
and try to minimize the respective 
drawbacks. The CMC should accept 
the fact that if this is a war, then some 
decisions will inevitably be driven 
by pure reason and not by emotion. 
The MMC, on the other side, can 
benefit from the realization of dealing 
with everyday people, full of fear 
and uncertainty, and not trained, 
disciplined soldiers following orders 
unquestionably. Allocating mental 
power in a tug-of-war competition and 
trying to establish superiority over 
each other will soon evolve to a loose 
link scenario and may be the cause for 
a rapid dissolution of any chance for a 
successful response to the pandemic.

This final interaction seems to 

complete the triangular connection 
between the major stakeholders 
in the military pandemic response. 
Nevertheless, in order for the 
response to become something 
more than a hasty effort to mitigate 
the negative implications of the 
pandemic, it has to incorporate the 
element of time. This is expressed in 
the concept of Lessons Learned. Our 
survival on this planet is based on the 
simple, yet crucial privilege of learning 
from our experiences. The knowledge 
stemmed from the COVID-19 
experience may be considered the 
most important by-product and is 
expected to be used as a guideline for 
future threats. After all, it has been a 
sad realization that wars have been 
the cradle of the most astonishing 
innovations that have entered our 
lives. It is the medical community’s 
responsibility, both military and 
civilian, to turn this war-like medical 
crisis into an opportunity for a brighter 
and safer future.

Figure 3: Medical equipment unloaded from an An-225 aircraft in Germany as part of 
the NATO-supported Strategic Airlift International Solution (SALIS)

Georgios VOURVOULAKIS
OF-4 (HE A)
Chief FHP

NRDC-GR/GMED
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STRATCOM ANTI - (COVID-19) – VIRUS
(THE COVID-19 CRISIS FROM STRATCOM POINT OF VIEW)

THE CRISIS

Everything started as an incident in 
China in December of 2019, however, 
unlike other similar infections that took 
place in the past (SARS-2002, Swine 
Influenza-2009), this one seemed to 
be somewhat different. The World 
Health Organization (WHO) declared 
the outbreak of the virus a Public 
Health Emergency of International 
Concern on 30 January 2020 and a 
Pandemic later on 11 March. As of 
today (11 May 20) more than 7 million 
people are affected (confirmed) and 
more than 280.000 have died from 
COVID-19, worldwide. 

The global impact of the pandemic 
is already larger than we have seen 
in many years and affects several 
domains. The structure and main 
axis of our societies are affected 
whilst all countries seek measures to 
overcome this crisis. At the same time 
the ongoing international race for a 
vaccine seems to be the only realistic 
hope for a permanent solution. 

THE CHALLENGE

The COVID-19 crisis imposed a 
serious challenge to NATO member 
states and also to NATO as an 
organization. All nations, entities and 

HQs have had to increase their efforts 
taking measures that had never 
been considered before in order to 
overcome the emerging crisis. At the 
same time, NATO had to prevent any 
“misunderstandings” that might occur 
worldwide concerning the ability of 
the Alliance to retain its readiness and 
operational capability while facing the 
challenge of the pandemic. 

In this complex multidimensional 
environment, Strategic Communi-
cations has been imperative in 
confirming and clarifying NATO’s 
position. Plan, act and react remain 
key activities to confront any 
challenge coming from the crisis itself 
or from countries and players seeking 
a chance to take advantage of the 
situation and any perceived lack of 
coherence on NATOs standing during 
this period. The Alliance has had to 

have a confident and prominent voice 
during this crisis. Its contribution to 
the fight against the virus should be 
easily understood, effective and well 
communicated. All efforts should 
be coordinated in order to achieve 
the desired results. The orchestra 
should keep on playing and remain 
synchronized. 

THE PLANNING

The objectives of the com-
munication efforts were decided and 
set to enhance the role of NATO in the 
fight against the virus. The Alliance had 
to generate and keep the recognition 
and support of home audiences about 
its active contribution to the fight. The 
population in our member states, as 
well as any potential adversary, should 
be under no illusion that NATO forces 
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maintain their deterrence and defence 
capabilities through executing their 
missions, whilst keeping our military 
and civilian staff, including their 
families, safe throughout the crisis. 

DOING THE JOB

The first line of effort was to mitigate 
any possible impact of the pandemic 
on NATO personnel. Medical advisors 
used any documented research that 
was available and followed best 
practice to face this unknown enemy, 
COVID-19. Protective measures 
were taken immediately, while our 
personnel were kept well informed and 
updated about all these measures. 
From the start of the crisis NATO 
took actions to limit the spread of the 
virus and minimize the risks to military 
and civilian personnel.  A reduction in 
daily activities, protected staff, while 
focusing on conducting the absolute 
necessary meetings, working groups 
and boards at all levels via methods 
that encouraged social distancing 
such as VTC, ensure minimum risk to 
personnel. 

At the same time, information 
passage to civilian and military 
staff and their families was of great 
importance. Keeping people informed, 
in a transparent way, proved very 
helpful in the overall effort to protect 
our staff and their families. Additionally 
NATO remained in close coordination 
with International Organizations (IOs), 
ready to provide any assistance using 
its transport and logistic capacity in 
support of the civilian authorities in all 

member states. Moreover, information 
sharing, field hospitals, transportation 
of patients and disinfection of public 
areas are good examples of where 
NATO has provided vital assistance. 

The second line of effort was 
to maintain NATO deterrence and 
defence capability.  All forces remained 
appropriately postured; ready to 
continue executing their missions, 
with any necessary modification due 
to the virus. All men and women in 
uniform, supported by civilian staff, 
remained focused on their mission 
vigilant to the full range of any security 
threats. NATO personnel are of course 
the most important asset NATO has 
and they were safeguarded during the 
virus crisis as much as possible, thus 
our alliance proved that it can provide 
undisrupted security to the population 
in the member countries and allies. 

It was also reinforced that NATO 
as an organization has the means 
and procedures to help resilience 

among all members and they will be 
used properly when needed. Unity 
and Solidarity of the Alliance was not 
affected by the crisis and NATO’s 
Readiness and Resolve was not in 
danger.  

The third line of effort was to 
respond to any possible hostile 
information, including disinformation 
and propaganda that would seek 
to undermine the unity of NATO; 
spreading fear and confusion among 
the population in member states and 
allies. Proactive communication was 
intensified during this period using 
all available platforms to highlight the 
valuable contribution of the Alliance 
to the fight against COVID-19. All 
tools were used. Press products, 
engagements, factsheets and digital 
content. 

Infographics, animations and 
other social media content was 
developed and shared, countering 
specific myths, disinformation and 



articles

18

NRDC·GR 
erald 

propaganda. All member states and 
NATO entities amplified the central 
messaging and contributed to the 
overall disinformation alert. 

CONCLUDING

COVID-19 crisis is still ongoing 
globally and the impact can be seen 
everywhere. Our societies possibly 
will not be the same after it. NATO as 
an organization has proved its ability 
to adapt to fast changing situations 
and identify solutions to respond 

to any surfacing challenge.  Close 
coordination within NATO entities 
internally and in all levels is of high 
importance. Coordination is required 
with other International Organizations 
(United Nations, WHO, European 
Union, etc) and partners as well, in 
order to maximize the effectiveness of 
all efforts.

For over 70 years NATO has kept 
our people and our countries safe. It 
was created to overcome any crisis 
adapting to any emerging challenges. 
This recent virus crisis that humanity 
is facing has not been able to stop 

the Alliance from projecting peace, 
stability and security with faith in our 
democratic values.

NATO forces remain ready, 
continuing their crucial activities and 
missions worldwide. NATO Allies will 
continue to support each other and 
respond to any emerging challenges, 
just as NATO has done during the 
COVID-19 crisis.

Dimos KOTOULAS
OF-4 (HE A)

Deputy Chief STRATCOM
NRDC-GR/STRATCOM
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TERRORISM FUNDING AND 
DIRECT PARTICIPATION IN HOSTILITIES

It is generally agreed that 9/11 
did constitute a milestone in terms 
of a radical change in the meaning 
and content of the term “Security”, 
thus marking substantial changes 
towards the formulation of states’ 
policies concerning the fight against 
international terrorism. Despite the 
fact that the so-called “War Against 
Terrorism” has already been present 
for almost nineteen years, with its cost 
exceeding $4.5 trillion, the continuous 
terrorist attacks in Europe, as well 
as the constant flare-ups of terrorist 
activity in parts of North Africa and 
the Middle East demonstrate that 
international terrorism constitutes a 
complex phenomenon that is here to 
stay and which in any case cannot 
be addressed via the traditional 
rules governing conventional 
security threats. In the meantime, 
the phenomenon of the continuous 
foreign fighters’ transition from several 
Western countries to Syria and Iraq 
and the threat to the countries of 
origin on their return, coupled with 
the internationalization of the threat 
and the violent extremism of the 
self-proclaimed “Islamic State”, have 
all brought to the spotlight issues 
related to the prevention of terrorism, 
including the cutting off of its funding 
means. 

Nowadays, the war against 
terrorism has taken on the 
characteristics of a permanent cross-
border armed conflict, the outcome 

of which depends heavily on the 
ability of terrorist organizations to 
create and sustain a breeding ground 
for the execution of a wide range 
activities that are not limited to the 
simple launch of a terrorist attack. A 
terrorist organization obtaining the 
characteristics of an Organized Armed 
Group (OAG) is constantly in need of 
increased funds so as to maintain its 
combat effectiveness. The purchasing 
of military and other equipment, 
the recruitment and training of its 
members, the acts of propaganda 
and the spread of their ideology to 
the local populations, as well as the 
planning and execution of a broad 
spectrum of attacks all around the 
world prerequisite sufficient financial 
flow through different financial 
instruments of various origins.

The means and methods through 
which the financing of terrorism can 
be suppressed vary and their possible 
categorization could be made only 
according to the legal framework 
under which this transnational threat 
is going to be addressed. For all 
those that consider terrorism as 
a purely criminal activity the law 
enforcement paradigm may be seen 
as appropriate, since it refers to the 
exercise by state agents of police and 
judicial powers, especially powers of 
arrest, detention, trial and sentencing, 
while any use of lethal force may 
be used as a means of last resort in 
case either their lives or the lives of 
bystanders are in immediate danger. 
Within this context, the suppression 
of the financing of terrorism falls 
under the exclusive jurisdiction of law 
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enforcement agents.

However, nobody can rule out 
the possibility for a series of terrorist 
attacks to reach the threshold of an 
armed attack according to Article 
51 of the UN Charter. The scale of 
actions that might constitute an armed 
attack, according to Nicaragua Case, 
vary, since at the low end of the scale 
are actions such as the provision 
of arms to the nationals of a state 
who are seeking to overthrow their 
government, while at the high end there 
are actions such as armies crossing 
borders, as well as a state sending 
armed irregulars who carry out acts 
of armed force against another State 
of such sufficient gravity as to amount 
to an actual armed attack by regular 
forces. In fact, the 9/11 incidents can 
properly be characterized as both a 
criminal act and an armed attack.

Viewing the 9/11 incidents as 
constituting an armed attack is fully 
consistent with the animating principle 
of Article 51, which was to allow states 
to exercise an inherent right to respond 
to acts that strike at the heart of a 
state’s national security. However, the 

term “armed attack” was traditionally 
applied to states, but nothing in the 
Charter indicates that “armed attacks” 
can only emanate from states. The 
main question is whether a terrorist 
act must be in some form attributable 
to another state in order to qualify as 
an armed attack. Actually, there are 
two trends over this issue in theory 
and practice. The first is reflected 
mainly in International Court of Justice 
(ICJ) case law, according to which, 
whenever it is difficult the acts of a 
terrorist organization to be attributed 
to a state, no action involving use 
of force can be taken, even if this 
organizations have military capabilities 
amount to state armed forces. This 
approach, however, is rejected by the 
supporters of the second trend, who 
claim that this could enable terrorists 
to establish territorial safe havens 
(spaces in which they train and plot, 
free from interference) in states which 
are either unable or unwilling to put 
an end on their activities. The fact that 
Article 51 constitutes an exception to 
the otherwise unlawful use of force 
between states does not mean that 
an armed attack in the context of 

Article 51 must be attributed only to 
a state. NATO, for instance, did not 
expressly inquire whether the attacks 
were “attributable” to the Taliban 
or Afghanistan, but instead asked 
whether “the attack against the United 
States on 11 September was directed 
from abroad” and could “therefore 
be regarded as an action covered by 
Article 5 of the Washington Treaty.”

Given the fact that the inter-
state war against terrorism can be 
considered as an ongoing armed 
conflict and assuming the legality 
of invoking the right of self-defense 
directly against terrorist organizations 
without the requirement of state 
involvement, the critical issue that has 
to be addressed is whether terrorist 
group members and especially 
those performing financial functions 
could be lawfully targeted. The 
above question goes at the heart of 
International Humanitarian Law (IHL), 
where lies the principle of distinction 
between combatants, who conduct 
the hostilities on behalf of the parties 
to an armed conflict, and civilians, 
who are presumed not to directly 
participate in hostilities and must be 
protected against the dangers arising 
from military operations. For the 
purposes of the principle of distinction 
in non-international armed conflict, 
all persons who are not members 
of State armed forces or Organized   
Armed Groups (OAGs) of a party to 
the conflict are civilians and, therefore, 
entitled to protection against direct 
attack unless and for such time as 
they take a direct part in hostilities. 

However, despite the serious 
legal consequences involved, 
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neither the Geneva Conventions nor 
their additional protocols provide a 
definition of Direct Participation in 
Hostilities (DPH). As a result, states 
adopt their own policies over the issue 
based on subjective assessments, 
which in most cases are considered 
as confidential. According to the 
Commentary to Article 51 (3) of 
Protocol I “direct” participation means 
acts of war which by their nature or 
purpose are likely to cause actual 
harm to the personnel and equipment 
of the enemy armed forces. It is only 
during such participation that a civilian 
loses his immunity and becomes a 
legitimate target. Once he ceases to 
participate, the civilian regains his 
right to the protection as civilian.

In accordance with the above 
definition, it could hardly  be 
considered that the financier of a 
terrorist activity, which amounts to a 
hostile act is directly participating in 
hostilities so that he can be targeted 
for his specific act. In this respect, 
it would be equally illegitimate any 
status based targeting as a member 
of an OAG, since, in the view of the 
International Commitee of the Red 
Cross (ICRC), the concept of OAG 

refers to non-state armed forces in a 
strictly functional sense, which means 
that the decisive criterion for individual 
membership in an OAG is whether 
a person assumes a continuous 
function for the group involving his or 
her direct participation in hostilities 
(continuous combat function). In 
that sense continuous combat 
function distinguishes members of 
the organized fighting forces of a 
non-state party from civilians who 
directly participate in hostilities on 
a merely spontaneous, sporadic, or 
unorganized basis, or who assume 
exclusively political, administrative 
or other non-combat functions, such 
as financial assistance. Similarly, as 
the Supreme Court of Israel noted 
in its famous judgement regarding 
the lawfulness of targeted killings, 
“a person who aids the unlawful 
combatants by general strategic 
analysis, and grants them logistical, 
general support, including monetary 
aid is not taking a direct part rather 
an indirect part in the hostilities”, 
clarifying also that “if such persons 
are injured, the State is likely not to be 
liable for it, if it falls into the framework 
of collateral or incidental damage.” 

Though there has been a distinct 
lack of agreement on what support 
activity falls within the concept of 
group membership, or qualify as 
“direct participation in hostilities,” 
since taking a direct part in hostilities is 
more narrowly construed than simply 
making a contribution to the war 
effort, it can be concluded that those 
providing financial aid to terrorists 
indeed contribute to sustaining a 
terrorist’s group combat effectiveness, 
but they cannot be targeted even if it 
is proved that they are members of 
these groups, since their participation 
cannot be assumed as a continuous 
combat function.

Additional, and more complex, 
questions arise when financing 
constitutes a preparatory measure 
or otherwise the first of a series of 
successive acts performed too close 
and in a causal link between each 
other, leading to the onset of a specific 
combat activity. When, for example, 
a businessman disposes knowingly 
and intentionally the necessary funds 
for purchasing a drone, including its 
explosives, which is going to be used 
for the execution of a terrorist attack 
against a military base, scheduled 
to take place shortly thereafter, the 
question arises as to whether that act 
could fulfill  the criterion of DPH and, 
consequently, that transaction would 
be lethally targeted. In that case the 
arrest of the businessman seems an 
ideal solution, though if this is not 
feasible for reasons that pertain to 
operational needs and requirements, 
what might be the best course of 
action that ensures the prevention of 
a terrorist attack at an earlier stage 
before it occurs.  
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Looking back to the ICRC 
Interpretative Guidance on the Notion 
of DPH, the distinction between direct 
and indirect participation in hostilities 
must be interpreted as corresponding 
to that between direct and indirect 
causation of harm, which means 
that at the present context direct 
causation should be understood 
in a way that the harm in question 
must be brought about in one causal 
step. Consequently, while the ICRC 
Guidance maintains that  providing 
the adversary with supplies and 
services or transporting weapons 
and equipment generally constitutes 
indirect participation, it recognizes 
that such activities amount to DPH,  
if “carried out as an integral part of a 
specific military operation designed to 
directly cause” harm such as injury, 
loss of life, or damage to property. 

It is therefore understood that there 
are no hard and fast answers to these 
questions. Rather, each instance must 
be assessed cautiously, taking all the 
relevant factors and circumstances 
into account. The existence and 
degree of link between the act of 
financing, in and of itself, and the 
specific hostile act constitutes an ad 
hoc issue, which should be addressed 
in light of the specific circumstances 
of each case. In this process, it is 
particular important the financer’s 
accurate and comprehensive 

knowledge of the purpose for which 
his or her funds are going to be used 
as well as their causal link with the 
commitment of a specific hostile act. 
It is thus necessary to distinguish 
the case where a person contributes 
financially, i.e through a charity 
campaign, to the budget of a terrorist 
organization, ignoring the purpose for 
which his or her money is going to 
be exploited, from that case, where 
somebody finances the purchase of 
military equipment that is going to 
be used in the context of a specific 
military operation, forming an integral 
part of it.    

In any case it should be noted that 
any targeted killing operation carried 
out in the framework of an ongoing 
armed conflict should be always 
based on reliable evidence and take 
place as an exceptional proportionate 
measure, when arrest is not possible. 
The above criteria, set by the Israel 
Supreme Court in its Judgement, 
should be applicable only in cases 
where it has been proved that the 
targeted individuals, through their 
engagement, are directly participating 
in hostilities, which is particularly 
difficult for financing acts that are 
considered by their nature as war 
sustaining activities. 

To sum up, the financing of 
terrorism is mainly considered a 
criminal offence that should be 
suppressed through law enforcement 
operations. However, since the 
terrorist threat is also changing in 
ways that make it more dangerous 
and difficult to counter by way of 
the law enforcement means, the 
concept of war on terror is gaining 

momentum, putting the suppression 
of terrorist activities under the IHL 
framework, which is applicable both 
to international and non-international 
armed conflicts. This new reality 
makes it necessary to address new 
challenging issues such as whether 
financial support of an OAG meet 
the criteria of the notion of DPH.  
Undoubtedly, financing of  terrorism 
does not constitute itself an activity 
that can cause direct harm, such as 
death or injury, to the opposing party, 
however the variety of available 
means and methods through which 
financial assistance may be provided, 
together with the asymmetric nature 
of the terrorist threat led to the 
conclusion that there is no “one size 
fits all answer” and each case should 
be addressed separately in light of 
the specific circumstances in order to 
confirm the aforementioned rule. 

Vasilios ZALIDIS
OF-3 (HE A)

SO Legal Advisor
NRDC-GR/LEGAD
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A HYBRID WORLD NEEDS A HYBRID SECURITY

A Hybrid World

Globalization and digitization have 
altered our world fundamentally. As 
science and technology progress 
has enlightened space and time 
dimensions in different way as never 
before, people and societies are 
acquiring extraordinary capabilities. 
The dominant feature of modern 
World following Westphalia Treaty in 
1648 of states either standing alone or 
within the framework of International 
Organizations (IOs) seems obsolete 
and too fragile to adjust in our new 
cyber-World anymore. No matter 
by which international theory our 
present world is analyzed, in the 
end there are always remaining grey 
zones of power hard to be identified. 
Subsequently, these zones produce 
a complex security environment with 
circumstances difficult to be controlled 
by existing mechanisms satisfactory. 
Moreover, any old-fashioned structu-
res cannot provide vital solutions 
to address uncertainties and let 
humanity and society’s progress in 
tranquility.  Though the axioms of war 
are eternal and its nature immutable, 
in post 9/11 era, it has been proved 
repeatedly that “business are not 

as usual” when we face an existing 
security environment. It would be 
naive to interpret the character of 
present and future wars and security 
issues anymore as we used before 
based on known strategic frameworks 
or even worse on mathematical 
models exclusively. 

Ukraine 2014 events and 
COVID-19 have put the modern 
defense institutions in deep 
considerations. If robust political and 
military mechanisms prove unable 
to determine the output of emerging 
security events with people feeling 
either empowered or negligible to 
shape their destiny autonomously, 
then there is no other way than 
modern defense of states would be 
revised fundamentally. In other words, 
modern threats and their successful 
handling demand more than what 
has already been conceived, planned 
and exercised by the experts. Since 
December 2017, NATO Secretary 
General Stoltenberg had referred to 
Ukraine 2014 events “as a pivotal 
year when World changed again. The 
national security rulebook that had 
served for decades had been torn 
up” while giving a lecture at the Ecole 
Militaire in Paris. In the same spirit 
since 2013, Russian General of the 
Army Valery Gerasimov following the 
Arab Spring events in his article “The 
Value of Science is in the Foresight: 
New Challenges Demand Rethinking 
the Forms and Methods of Carrying 
Out Combat Operations” has identified 
the fact that non-military means have 
overcome the power of conventional 

armies and could bring a state into a 
web of chaos, humanitarian disaster 
and civil war finally. Unfortunately, as 
argued from Greek philosopher Plato 
to modern international theorists, no 
human could have ever been able to 
visualize the World anarchy, conquer 
the absolute truth and depict it in a 
paper. In result people’s tranquillity 
and states’ longevity will always be 
unpredictable and defense institutions 
in a security ambiguity as well.

Present Security

Present global security seems 
to be based more on old defense 
structures and mechanisms reacting 
only after the embodiment of threats 
posed by societies or civilizations 
than focusing on how to redefine our 
world security and neutralize modern 
threats proactively. As we remain stuck 
on an old fashioned military usage 
for creating the necessary defense 
wall, and imposing any political and 
military will, the risk of being exposed 
even more to future threats grows 
significantly. Taking granted that the 
winner always needs to take the 
initiative in order to win and prevail 
over any threat expressed, it is a 
prerequisite to identify beforehand all 
possible powerful attackers, analyze 



articles

24

NRDC·GR 
erald 

their methods adequately and then 
go on building up the proper defense 
through consuming our valuable 
resources productively. Defending 
against threats that they either do 
not exist or they are irrelevant to the 
prevailing ones and only possible 
but not probable it is a great risk of 
creating a false status of security 
complacency. 

Nowadays transnational threats 
are penetrating nations’ porous 
borders easily. By nesting and 
flourishing inside societies they thrive 
and are empowered incrementally. No 
matter if they are artificial or genuine 
they can create vital damages and 
render defense systems, security 
mechanisms and social organizations 
idle while hurting the core of societies 
and their values. Transnational 
organized crime for example, it has 
already made a great impact in 
World economic development and 
the stability even of  strong  states 
(Miraglia, 2012). Transnational organi-
zed crime groups provide a nexus to 
serve many actors who they wish to 
hide and promote their interests. In 
this way, they do not assume direct 
responsibility and avoid confrontation 
between states or alliances. In 
response to the above obscure 
security environment, an instinctive 
mutual response, by just elevating 
any nation’s power cumulatively does 
not ensure per se a successful result. 
This has already been proven many 
times during the post Cold-era. In 
other words transnational threats do 
not demand transnational reactions 
to be eradicated simply but something 
more productive in collective and 
comprehensive security building.

A Hybrid Security

A new hybrid security as 
demanded, should be taken as 
granted for our post-modern era. 
Even if the goal remains to retain 
our known world anarchy- the 
absence of  a global governance- 
unchanged, international relations, 
political and military institutions 
have to be determined otherwise. 
This may happen  within or outside 
the triangle described by the great 
political scientist Kenneth N.Waltz’s in 
his book “Man, the State and World 
Anarchy” in the aftermath of WWII. 
As artificial intelligence accelerates 
time and space, tangible modern 
security entities may have to do the 
same. Though war has always been 
considered  as a continuity of politics 
to impose a political will, maybe it is 
time for an opposite approach. War 
could be considered, as it is already 
happening within societies, to shape 
and determine follow on politics. In this 
approach, if a war is going on a daily 
basis, it has to be better identified and 
analyzed. Subsequently, as a reaction 
it has to be determined in a different 

way how present or new defense 
institutions and militaries should be 
built up, trained, exercised, operated, 
commanded and controlled nationally 
or collectively.  

Indeed, this leads to more 
hybrid security within  nations and 
IOs. Politics, security and military 
institutions will have to intermingle 
in a greater extent, interfere in 
defending of societies combined 
and, in a way as never before, by 
surpassing any obstacles in strategic 
thinking. By combining interests 
and capabilities as we were already 
in a war, this will lead to hybrid 
formations of co-operative and 
combined strength, alter any present 
fragmented status and produce 
enough power to address already 
faced threats that erode our societies 
without insurmountable difficulties. As 
it is crystal clear that time throughout 
history has distanced warriors from a 
face to face confrontation to a remote 
or hybrid challenge, it seems that we 
have reached a point when military 
power should be envisaged and 
instituted in a different way as well. 
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The ultimate goal will be to exploit the 
will and dedication of the bravest of 
any armies and societies to protect 
their people before it is too late.

Decision Change

As global population increases in 
an unprecedented way, the rich ageing 
and the poor not, an increase in energy 
demand is rising up, a shift in global 
economy and technology happens, 
and innovation gallops worldwide, it 
is certain that borders of nations and 
civilizations become more blur. In the 
same time, people’s expectations 
and demands raise high enough 
to create a stressful political and 
security environment as never before. 
In addition, technology provides 
unique capabilities to everyone 
and science reaches deep truths 
making “Modernization” to become 
more distinct from “Westernization” 
for the first time in modern humans 
history (Huntington, 2002). No doubt 
enhanced hybrid security will be 
demanded and will come soon. As it 
is a matter of time for humanity to land 
on Mars and extend humanity’s limits, 
global security will change inevitably. 
It is our decision if this change will 
come proactively before another 
catastrophe like COVID-19 happens 
or on the contrary redesign security 
mechanisms defensively following up 
more future frightful global events.

Not surprisingly, any fundamental 
change is not always welcomed. It is 
normal to feel all comfortable in what is 
already known as a threat by planning 
and spending time and resources 
based on old practices. On one hand, 
elites that handle core forces such 
as capital, organization, technology 

and military preponderance disregard 
purely national, international fac-
tors such as historical traditions, 
institutions, economic reforms and 
politics (Gourevitch, 1978). On the 
other hand, changes require leaders 
to pave the way in for people to follow 
them. Fortunately, security is built 
in a different way than commercial 
models. Sometimes without expecting 
any talented leader to come they are 
emanating from the circumstances 
in the field. This is another sign that 
defense institutions, in order to design 
a hybrid security, need a different 
model to command and control the 
next war than the ones used in the 
past. Hopefully, this will become 
a reality beforehand any more 
undesirable global consequences are 
seen and felt.  

Conclusions

A big change to a hybrid security 
model is a prerequisite for 21st 

security. Defense and security events 
that have already happened in our 
century, have showed that national 
and allied security mechanisms have 
been underexploited or in surprise, be 

puzzled towards modern threats due 
to possible outdated ways of strategic 
thinking. Political, social and military 
will should be more intermingled 
proactively by introducing a more 
robust and applicable security model. 
By elevating their synergy timely 
modern threats will be rendered of 
lower global impact.

Thinking out of the box is 
necessary in order not to to be 
inside the box kicked from someone 
outside perpetually. In any case, 
whoever is more innovative between 
any transnational threat and global 
security will win. Finally, humanity’s 
river will keep flows finding a way to 
bypass whatever remains stuck in its 
roots.

Christos ALEXOPOULOS
OF-5 (HE A)
ACOS G2

NRDC-GR/G2
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BUILDING INTEGRITY 
IN NATO CONTRACTING PROCEDURES

1 The Building Integrity 
Programme

The military is one of the three 
most appreciated institutions, taking 
a global average. Additionally, 
people trust it in terms of corruption, 
like religious bodies and Non-
Govermental Organizations (NGOs). 
(Geneva Centre for the Democratic 
Control of Armed Forces, 2010). 
However, it does not mean the military 
is a sector of absolute integrity. Thus, 
it could improve the accountability of 
its institutions.

A solution to this is the Building 
Integrity (BI) Programme. It is a NATO-
led capacity development framework 
that provides helpful tools to nations 
to improve integrity, accountability, 
and transparency, and reduce the 
risk of security and defense fraud and 
corruption, following worldwide norms 
and practices established for the 
Defense and related security sector.  

According to this framework, 
transparent and accountable defense 
institutions under democratic control 
are necessary for the stability in the 
Euro-Atlantic countries and beyond 
and are essential for international 
defense cooperation. 

From another point of view, the 
Building Integrity Programme helps 
to promote reliable techniques, 
practices, and methodologies and 
delivers customized support to 
countries to make defense and 

security organizations more useful and 
productive. Of course, it addresses 
all elements of security and defense 
sector governance, which include 
operations. 

1.1 The past years of the Building 
Integrity Programme

Euro-Atlantic Partnership Council 
established the Programme in 
November 2007. That happened 
in the Partnership Action Plan on 
Defense Institution Building (PAP-
DIB) framework, helping partners 
develop effective and efficient 
defense institutions under civilian and 
democratic control. 

After, at the Chicago Summit that 
happened in 2012, NATO Heads of 
State and Government founded the 
Building Integrity Programme as a 
NATO discipline and agreed on the 
improvement of the Building Integrity 
Programme Education and Training 
Plan (E&T).

In December 2013, NATO Foreign 
Ministers identified defense capacity-

building support to partners and, 
potentially, non-partner countries as 
an important goal. They earmarked 
the Building Integrity Programme as 
a useful instrument to help develop 
Human Rights and democratic values. 
More, to contribute more generally to 
security and stability, and to help build 
or improve interoperability. 

In Warsaw 8-9 July 2016, the 
Heads of State and Government 
participated in the North Atlantic 
Council meeting and endorsed NATO 
Building Integrity Policy.

1.2 Building Integrity Participators

A need for the Building Integrity 
Programme is to reach the wants 
and needs of each nation. Thus, it is 
demand-driven, and participation is 
optional. Importantly, it is available to 
NATO Allies, Euro-Atlantic Partnership 
Council members, Mediterranean 
Dialogue, Istanbul Cooperation 
Initiative, and all Partners Across the 
Globe. Additionally, the Allies evaluate 
each request from other nations.
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1.3 Building Integrity Actors

NATO Staff implements Building 
Integrity as well as Financial 
Contributors, the Building Integrity 
Programme Implementing Partners, 
and Building Integrity Pool of Subject 
Matter Experts do. NATO International 
Staff develops and manages the 
Building Integrity Programme. The 
NATO Civilian Staff cooperate with 
NATO Military Authorities, the NATO 
Military Staff, Allied Command 
Transformation (ACT), Allied 
Command Operations (ACO), and 
other subordinated commands. The 
Building Integrity Programme gains 
support by a network of implementing 
partners drawn from NATO and non-
NATO countries, civil society, and 
other international organizations: they 
provide expert advice, host events, 
and conduct research and analysis. 
The Building Integrity Programme 
obtains aid by a pool of Subject Matter 
Experts (SMEs) drawn from national 
civilian and Defense ministries, 
international organizations, and civil 
society. Additionally, the Building 
Integrity Programme gets aid by 
voluntary donations to a Trust Fund 
managed by NATO International Staff 
and directed by Belgium, Bulgaria, 
Norway, Poland, Switzerland, and the 
United Kingdom.

1.4 Building Integrity Financial 
Contributors

Voluntary contributions finance 
the Building Integrity Programme. 
Financing happens through a 
Trust Fund administered by NATO 
International Staff and headed 

by Belgium, Bulgaria, Norway, 
Poland, Switzerland, and the 
United Kingdom. According to 
the Organisation for Economic 
Co-operation and Development 
(OECD) principles, contributions 
to the Building Integrity Trust Fund 
are used for ministerial capacity 
building and are considered Official 
Development Assistance. More, 
Austria, Belgium, Bulgaria, Czech 
Republic, Finland, Iceland, Ireland, 
Lithuania, Netherlands, Norway, 
Poland, Slovakia, Switzerland, United 
Kingdom, United States contribute by 
providing donations. Besides, in-kind 
contributions provided by Allies and 
partners also sponsor the Building 
Integrity Programme. 

2 Building Integrity Toolkit

Four categories of tools make 
the Building Integrity Toolkit. The 
first category is “Self-Assessment 
Questionnaires (SAQ),” which is 
the first step in the Building Integrity 
process. After that, the second 
category is “Peer Review and in 
Country Consultations.” The output 
review and consultations use 
information from the Self-Assessment 
Questionnaires. The third category 
is the “Peer Review Report,” which 
is prepared based on the completed 
Self-Assessment Questionnaires and 
Consultations. The last category is 
“Action Plan,” which is the proceeding 
to the development of a national 
action plan. These categories are 
consecutive; thus, nations may repeat 
the Self-Assessment Questionnaires 
after Action Plan development.

Countries can request the Building 
Integrity guide without never be 
obliged to the following phase. The 
whole process can be carried on a 
one-off basis or as part of a returned 
sequence. 

2.1 Self-Assessment Question-
naires (SAQ)

The Self-Assessment Question-
naires (SAQ) help nations examine 
existing tools and procedures to reduce 
the risk of corruption and identify the 
gaps and the areas of improvement. 
Self-Assessment Questionnaires aim 
at monitoring issues and deficiencies 
that organizations could address. 
When nations decide to participate 
in the Building Integrity, they use 
Self-Assessment Questionnaires 
as a diagnostic tool. More than this, 
countries use Self-Assessment 
Questionnaires to keep track of 
current security and Defense business 
practices. 

Self-Assessment Questionnaires 
are very helpful in the Defense as 
well as other public institutions. For 
example, some nations have used 
the Self-Assessment Questionnaires 
for other ministries in the defense 
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and security sector, while primarily 
intended for Ministers of Defense. 

2.1.1 The Processing of the 
Questionnaires data

The NATO International Staff that 
is responsible for the Peer Review 
and in-country consultations take 
the completed Self-Assessment 
Questionnaires. The NATO-led 
expert review team does not share 
information with third parties. More, 
NATO coordinates the composition of 
the peer review team, all activities, and 
recommendations with the country. 

2.1.2 The Outcome of Self-
Assessment Questionnaires

NATO and representatives of the 
government review in the country 
the completed Self-Assessment 
Questionnaires. The Peer Review 
aims to better understand the current 
condition, exchange opinions on most 
excellent manners, and apply practical 
actions to improve the transparency, 
accountability, and integrity of the 
defense and security sector. 

2.1.3 The Benefits 
of Self-Assessment Que-
stionnaires

By using the question-
naires, nations could aim at 
the improvement of sectors, 
such as:

• Anti-corruption policy in the 
defense and security sector,

• Operations,

• Exercises,

• Planning and budgeting,

• Procurement,

• Code of conduct, policy, train-
ing, and discipline of personnel,

• Engagement with defense 
companies and suppliers,

• Democratic control and enga-
gement, and

• National anti-corruption laws  
and policy. 

2.2 Peer Review and in Country 
Consultations

Tailored Peer Reviews and In-
Country Consultations is a useful 
tool to customize implied solutions 
to issues found by Self-Assessment 
Questionnaires. The Building Integrity 
Programme strongly recommends 
developing the Self-Assessment 
Questionnaires and peer reviews with 
contributions from Parliamentarians 
and civil society, including NGOs, 
media, and academics. 

2.3 Peer Review Report

A Peer Review Report will identify 
acceptable practices as well as 
recommendations for actions. These 
recommendations help nations 
develop a Building Integrity Action 
Plan and make use of existing 
Building Integrity and other NATO 
mechanisms.

The Peer Review Report, in 
principle, covers the following three 
areas:

• Observations on good pra-
ctices

• Observations on the areas to  
be improved 

• Recommendations for actions

2.4 Action Plan

Having completed the Self-
Assessment Questionnaires and 
Peer Review Process, many nations 
proceed with the development of a 
national action plan. In doing this, 
nations should make extensive 
utilization of NATO resources and 
organization instruments. More, 
countries are also emboldened to 
improve civil society organizations’ 
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expertise from within their home-
land and area. As a result, this 
approach supports the promotion of 
transparency and the development of 
local capacity.

Where is it possible, the Building 
Integrity Programme is harmonized 
with national manners as well as 
NATO cooperation mechanisms, 
not excluding the Membership 
Action Plan, Individual Partnership 
Cooperation Programme, Partnership 
Planning and Review Process, 
as well as for Afghanistan the 
Enduring Partnership. The Building 
Integrity Programme   also includes 
distinguishing opportunities to 
harmonize with other current 
programmes, like the Professional 
Development Programme of Ukraine 
and Georgia. 

3 Building Integrity Education 
and Training

Education and Training (E&T) are 
critical to make and sustain change 
and to produce long term benefits. 
Thus, the Programme organized the 
courses to assist and train nations 
in building capacities and enhancing 
institutions in the spirit of cooperative 
security. 

E&T aims to raise awareness 
and share best practices, processes, 
and methodologies. Furthermore, 
Education and Training aims to 
enhance interoperability and to 
promote international collaboration. 
All of which are essential tools in 
achieving a more secure environment. 

A large variety of potential 

tailored educational activities 
may serve the country. These 
activities include residence, actions 
organized periodically, online and 
mobile education, and others on 
request to address special needs, 
pre-deployment, and professional 
instruction training, “train-the-trainers” 
activities. The educational activities 
aim to develop the knowledge 
and experience of personnel in 
the defense and security sector 
(civilian and military). Thus, the 
activities could take place in different 
languages. NATO and others by the 
NATO Building Integrity implementing 
partners organize some courses. 

As indicated by the North 
Atlantic Council (NAC), work has 
concentrated on building a structured 
and sustainable approach to training 
and education. The Building Integrity 
Education and Training Plan was built 
in partnership with the NATO Military 
Authorities and approved by the 
North Atlantic Council. More, the Plan 
addresses NATO’s current and future 
operations and ongoing NATO civilian 
and military efforts to contribute to 
good governance in the defense and 
security sector. 

In partnership with Allied 
Command Transformation, the 
NATO International Staff serves 
as the Requirement Authority for 
Building Integrity Education and 
Training, meaning that it defines the 
required capabilities and performance 
competencies of the Education 
and Training activities. The Centre 
for Integrity in the Defense Sector 
serves as the Curricular Department 
Head. The Centre is responsible for 
translating operational requirements 

into education and training objectives 
with a subject, programme, module, 
and/or course. 

4 Building Integrity and 
Contracting

The Building Integrity Programme 
is a tool whose utilization in the 
Contracting and Procurement (P&C) 
sector is significant. The need for 
the use of the Building Integrity 
Programme in the Contracting and 
Procurement of NATO is significant 
because honesty can significantly 
determine the organization’s prestige 
and efficiency. Thus, we conclude 
that building integrity in the sector 
of Contracting and Procurement is 
essential and imperative.

Fraud in public procurement 
harms the public interest, ruins 
public trust, and harms people’s 
lives. Although effectively tackling 
corrupt and fraudulent activities is 
a challenging task and requires a 
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detailed approach. Civil society, as 
a useful actor against corruption, 
can give valuable input in promoting 
transparency, accountability, and 
preventing corruption. Additionally, 
clean contracts improve trust and 
transparency in procurement. 

4.1 Corruption Risks

Contracting officers may succumb 
to the temptation of corruption. The act 
of corruption means that they illegally 
place their interest above the interest 
of the organization. Some examples 
of corruption are theft and extortion, 
bribery, and influence networks.

The personal benefit of corruption 
can be either economic or social. This 
happens as the Contracting Officer 
can earn money or help his or her 
relatives earn money or reputation. 
To illustrate this, someone can waste 
the organization’s money on personal 
expenses. More, he or she could act 
in this way to benefit a relative or 
colleague against others.

4.2 Building Integrity to Reduce 
Corruption Risks

Building integrity and reducing 
corruption is not the same, but it is the 
two sides of the same coin. (Geneva 
Centre for the Democratic Control of 
Armed Forces, 2010). Thus, reducing 
corruption have the same results of 
building integrity.

In order to reduce corruption, 
the Building Integrity Programme 
recommends framework regulations 
that will counter fraud. More, it 

provides manners to governments, 
parliaments, and audit offices on how 
to reduce fraud. Besides, the Building 
Integrity Programme encourages the 
use of ombudsperson institutions, 
defense industries, and international 
organizations in the process of 
reducing corruption. Last but not 
least, the Programme refers to the 
significant role of civil society and the 
media in building integrity.

5 The major outcomes of the 
Building Integrity Programme

The main outcomes of the Building 
Integrity Toolkit are the following:

• Development of a programme 
of change and enhancement of 
ongoing programmes of reform,

• High-level engagement at 
senior and government level,

• Development of a Building 
Integrity Action Plan to take forward 
and promote recommendations,

• Strong impact on national 
E&T with long term benefits,

• Increased contribution 
to other Building Integrity and 
international efforts aimed at reducing 
the risk of corruption,

• Improved relations with civil 
society and media, and

• Establishment of a 
permanent structure and coordination 
mechanisms to promote good 
practice. 

6 Building Integrity and 
Genders

The Building Integrity Programme 
encourages the implementation of 
the UN Security Council Resolution 
(UNSCR) 1325 on Women, Peace 
and Security and other associated 
resolutions. Add, the Building Integrity 
Programme has combined a gender 
aspect into its methodology and 
practical tools. 

Females frequently experience 
crises differently from males. Thus, 
their difference can offer worthy 
insights into fight stopping, peace-
building, and post-crisis decision-
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making. Most importantly, it works the 
same way to corruption, fraud, and 
Building Integrity efforts. In order to 
raise knowledge of the weight of the 
gender perspective within the Building 
Integrity Programme, numerous 
conferences and seminars take place 
as events 

7 Building Integrity and 
“Special Funds”

Military organizations make use 
of special and secret funds for a 
good reason; however, decision-
makers could become corrupted. 
Unfortunately, “urgency,” “secrecy,” 
and “concern for people” are some 
pretexts for covering up corruption. 
(Geneva Centre for the Democratic 
Control of Armed Forces, 2010) 
This way, military organizations will 
become more effective and efficient. 
A theoretical example would be an 
officer buying a private luxury car with 
stolen money that the Army was going 
to use to purchase bulletproof vests 
for his unprotected colleagues.

8 Publications for Further 
Information

The specialized book “Building 
Integrity and Reducing Corruption 

in Defense: A Compendium of Best 
Practices” provides a strategic 
approach to reducing corruption risks. 
It focuses on the practicalities of 
designing and implementing integrity-
building programmes in Defense 
while considering the cultural 
specifics of defense organizations. 
The “Self-Assessment Questionnaire” 
benefits the states to analyze 
existing instruments and procedures 
aimed at improving integrity and 
identifying the areas of potential 
improvement. “Building Integrity in 
Defense Establishment: a Ukrainian 
Case Study” extends the results 
of a Building Integrity project as a 
policy paper. It provides practical 
suggestions for Ukrain to decrease 
the risk of corruption. Also, NATO 
and NATO partners regularly 
distribute other publications. Check 
the Building Integrity Programme 
Website to be always up to date! 

9 Reference

Geneva Centre for the Democratic 
Control of Armed Forces. (2010). 
Building Integrity and Reducing 
Corruption in Defence. Geneva: 
Procon Ltd.

Hovaere,D.(n.d.).Building Integrity 
in a Contingency Contracting 
Environment.

NATO (2014, 05). Building Integrity. 
Retrieved 2020.

NATO (2020, 03 23). North Atlantic 
Treaty Organization. Retrieved 
2020, from Building Integrity: https:// 
www.nato.int/cps/en/natolive/topics 
_68368.htm.

NATO (n.d.). Building Integrity. 
Retrieved from The Building Integrity 
Programme: https://buildingintegrity.
hq.nato.int/BI.aspx.

Theofanis KOLYMPAS
GRC CIV

Intern
NRDC-GR/G8



articles

32

NRDC·GR 
erald 

“THE LEGAL NATURE OF MEMORANDA OF 
UNDERSTANDING AND THEIR USE WITHIN NATO”

The increasing use of  Memoran-
dum  of Understanding (MoUs) 
by States and   International  
Organizations (IOs) as a means of 
cooperation regarding a variety of 
issues does by no means go hand 
in hand with a general consensus 
– or even with a simple mutual 
understanding – upon the definition 
and, more importantly, the legal 
nature of MoUs.

Starting from purely empirical 
observation, a MoU is “a document 
created by two or more international 
actors that usually sets the basis for 
or specifies bilateral or multilateral 
cooperation in specific fields or in 
ad hoc cases.” Furthermore, what is 
important is that MoUs are not per 
se connected with the regulation of 
issues of secondary importance, as a 
relevant practice has shown.

As per the actual legal nature of 
MoUs – a discussion that has led to 
the characterisation of the MoU as 
“the most misleading” heading of an 
instrument – one can detect three 
different approaches.

To be more precise, the first 

one views MoUs as “non-binding 
agreements/accords purement poli-
tiques,” as agreements that simply 
bear a political or moral bindingness. 
It is argued that when a State wants to 
conclude a binding agreement, there 
is no reason at all to use a different 
name or form for this agreement than 
that of a treaty; thus, the term MoU 
clearly expresses its political/moral 
nature and States’ will to differentiate 
from the bindingness of a treaty. It is 
recognised, though, that the principle 
of good faith or estoppel may perhaps 
generate legal “consequences” 
connected with the non-compliance 
with the MoU. Within this approach, 
there also lies the discussion 
about the inclusion of MoUs in soft 
International Law instruments as non-
binding interstate agreements. This 
view, though, should be questioned, 
if one takes into account the existing 
general principle that the name and 
form of an instrument constitute 
elements of secondary importance as 
regards its legal nature.

The second approach views 
MoUs as legally binding agreements 
and, thus, incorporates them in the 
same category as that of treaties. 
It is argued that “every agreement 
of normative character concluded 
between States that is not made 
subject to another system of law is a 
treaty.” This approach, though, surely 
challenges the power that States hold 
– in the exercise of their sovereignty 
– to freely shape their intention to 

enter into binding or non-binding 
agreements, to freely exercise or 
not their treaty-making power. In 
fact, it has been written that “with 
international law being dominated 
by the rule of consensus, it would 
be a paradox to refuse States’ ability 
to voluntarily create relations with 
incomplete legal effects.”

The third approach, differentiating 
from the previous ones or even 
combining them, focuses on a case 
by case/in concreto examination 
of the legal nature of MoUs, based 
upon specific criteria and indications 
that point towards the binding or 
non-binding character of such an 
agreement. This view is also closer to 
the case-law of the International Court 
of Justice that has shown that any 
“informal” agreement can be proven 
legally binding. The intention of the 
States to create legal obligations 
and rights or not constitutes the main 
criterium. States’ behaviour post-
signature, the language used, and 
the circumstances surrounding the 
drafting and conclusion procedures, 
the content, or even an explicit 
provision that an MoU is “governed 
by international law” etc. all constitute 
secondary criteria, but nonetheless 
crucial. On the contrary, provisions 
regarding the registration or not under 
Article 102 of the UN Charter, as well 
as the omission of internal (national) 
ratification procedures do not 
(necessarily) constitute an indication 
of (non)bindingness.
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The three aforementioned ap-
proaches are justified by practice. For 
example, the United Nations and all 
Commonwealth Nations mostly focus 
on the first one, France follows the 
second one, while the United States 
focus on the third one.

Moving on, the North Atlantic 
Treaty Organization (NATO) is a 
clear-cut example of an International 
Organization exercising its power 
as a subject of international law via 
the conclusion of MoUs. It has been 
argued that “in the case of NATO, 
where the cooperative relationship 
is the glue of its collective defence 
maxim, MoUs could be considered 
key enablers for reaching the joint 
objectives and commitments set up 
by the Washington Treaty in 1949.” In 
fact, from 1999 up to today, NATO has 
concluded more than five-hundred 
agreements in the form of MoUs.

As per their legal nature, it is certain 
that NATO has no a priori approach 
towards MoUs’ legal bindingness. 
For the Alliance “the form of the MoU 
is generally chosen to demonstrate 
the non-binding nature in the outset 
unless its binding nature is expressly 
formulated.” After all, MoUs signed 
within the Alliance represent the 
mutual understanding and agreement 
of participating Nations upon a topic 
that is directly connected with their 
rights and obligations arising from the 
Washington Treaty; thus, expectations 
of certain behaviour are definitely 
created.

Last but not least, NATO practice 
has also proved that the Alliance 
does not view MoUs as being per 

se connected with the regulation of 
issues of “secondary” importance. 
On the contrary, it is observed that 
crucial internal issues and external 
relations of the Organization, even 
responsibilities deriving straight from 
the Washington Treaty are frequently 
being addressed via MoUs and 
subsequent Technical Arrangements 
(TAs) or Implementation Agreements. 
After all, crucial military issues, 
such as intelligence sharing, joint 
military exercises, provision of 
military equipment etc. are also being 
regulated via MoUs – either legally or 
politically binding.

To be more precise, NATO uses 
MoUs for the creation of specific 
Organizations, such as Multinational 
Operational Headquarters, Inter-
national Military Headquarters and 
NATO Centres of Excellence. MoUs 
are also being used for the facilitation 
of specific areas of work of the Alliance, 
such as Host Nation Support, as well 
as of the cooperation with the certain 
Member States, with non-Member 
States, prospective Member States 
and other International Organizations 
upon specific subjects, as well 
as within the concept of NATO’s 
multinational capability cooperation.

To conclude, the third approach 
– the one focusing on the intention 
of the parties involved be them 
States or International Organizations 
– seems to be in accordance with 
the recognition of the progressive 
development of International Law, 
of the evolving nature of the means 
that the subjects of international law 
choose with a purpose of creating 
rights and obligations while regulating 

their relations, always within the 
exercise of their sovereignty. After 
all, the a priori exclusion of MoUs 
from the concept of international law 
and from a possible legally binding 
character clearly denies the reality of a 
developing phenomenon in interstate 
relations, while it also overlooks the 
effectiveness that MoUs may have in 
the regulation of international issues. 
After all, it is this train of thought that 
can be detected in the International 
Court of Justice’s case-law – an 
argument that surely cannot be 
overlooked. This way, there is no need 
to look for benefits or for drawbacks 
of MoUs as many academics do; all 
international agreements of all forms 
and types may be convenient and 
flexible, should the parties intend 
them to do so.

All in all, the essence of this article 
and dissertation can be summarized 
in the following quote by Emmanuel 
Decaux: “Sur la prétendue primitivité 
du droit international nous croyons que 
la réalité mérite davantage de respect 
que la théorie./On a pretending 
International Law primitivity, we think 
that reality deserves advantage with 
respect to theory.”

Fotini ZAROGIANNI
GRC CIV 

Intern
NRDC-GR/LEGAD
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REAL LIFESAVERS: The Combat Readiness Evaluation 
(CREVAL) of the 300th Deployable Medical Treatment 
Facility (DMTF)

From 12 through 14 November 
2019 the combat readiness of the 
Greek Army’s 300th Deployable 
Medical Treatment Facility (DMTF) 
was evaluated. The evaluation took 
place in two distinct locations, two 
phases and in accordance with 
NATO’s Supreme Headquarters 
Allied Powers Europe’s (SHAPE) 
Allied Command Operations Force 
Standards (AFS) Volume VII. The 
unit combat readiness evaluation 
or CREVAL tested the abilities of 
the 300th DTMF in a variety of tasks 
and skills necessary for a unit to be 
certified as combat ready.

The 300th DTMF based in 
Thessaloniki, Greece, is one of the 
dedicated units to the NRDC-GR1  
and is commanded by Lieutenant 
Colonel (LTC) Ilias Sdralis. The 
unit conducts most of their daily 
peacetime work in the 424th General 
Military Hospital. This modern facility 

The Evaluation Team and the NATO Monitors prepare for the start of phase one of the 
evaluations conducted at the 424th General Military Hospital, Thessaloniki.

provides medical services to military 
personnel  and their family members 
located in northern Greece. In their 
operational role the unit works from 
a specialized deployable facility that 
consists of over a dozen truck portable 

segments. These segments are 
rapidly assembled in conjunction 
with multiple tents, generators 
and other elements needed for a 
highly capable facility. 

Operationally, the 300th 

DMTF’s mission is to be ready to 
deploy worldwide to provide role 
two enhanced medical support 
to operations within thirty days 
of the order to move. In addition 

1  Directive on Affiliation of Hellenic Army Units to the Headquarters NATO Deployable Corps – Greece dated 06 May 2005.
2  Further background in NRDC-GRC Herald Issue 13: article in page 20&21.

to their valuable medical skills they 
must be able to plan for and react to 
incidents that may happen to any unit 
operating in a deployed environment.

From 2005 through 2007 the then 
named 299th Field Hospital (FHOSP) 
proved itself as a skilled medical unit in 
support of operations in Afghanistan. 
The unit evaluated in November 
2019 however, has a new name and 
is comprised of new personnel and 
equipment. Essentially, this team was 
built from the ground up2.  

Preparations began well in 
advance of the agreed upon 
evaluation start date. The specialized 

Soldiers and Officers from the 300th DMFT 
prepare to conduct movement from the hospital 
to Camp Prokopidis training area via military 
convoy. 
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medical unit and its leadership worked 
closely with subject matter experts 
from NATO Rapid Deployable Corps, 
Greece (NRDC-GR), the evaluation 
team and the NATO Monitor Team 
to ensure that the evaluation went 
smoothly and provided the most value 
for all involved. Evaluation criteria 
were agreed upon by all parties and 
the schedule was set. Unit Standard 
Operating Procedures (SOPs) and 
Standard Operating Instructions 
(SOIs) were reviewed and updated, 
equipment was prepared and 
personnel was trained in a variety of 
vital skills.

The Evaluation team led by 
the Team Chief Colonel Christos 
Kyratsakis was composed of Greek 

Army Officers responsible for the 
assessment of each of the five 
required evaluation areas. These 
areas and their evaluators were policy 
by LTC Christos Karoutsos, operations 
by LTC Kostantinos Samiotis, support 
by LTC Christos Monastiriotis, CIS 
by LTC Kostantinos Zacharopoulos, 
and administration by LTC Christos 
Liapis.  All evaluation team members 
are graduates of the NATO School 
Oberammergau CREVAL Course and 
have completed a thorough national 
certification process. Evaluation 
criteria and performance measures 
were tested through inspection and 
assessment of the unit’s conduct 
when faced with numerous evaluator 
injected incidents. These incidents 
closely replicated conditions that the 
unit would encounter when fulfilling 
their operational role. Highlights 
included live fire exercise, simulated 
ground and air attacks, mass casualty 
incidents, and medical evacuation 
and communication, supply and 
security operations.  A special visit 
from General Inspector of the Hellenic 
Army – Commander of Training & 
Doctrine rounded 
out a full training and 
evaluation program. 

Captain Andrew 
Ukrop, (USA A) from 
LANDCOM G7 and 
myself designated as 
NATO SENIOR Monitor 
by NRDC-GR HQ 
acted as SACEUR’s 
representatives throu-
ghout the evaluation 
and ensured it was 
conducted and reported 

This deployable medical treatment facility 
is capable of providing a wide spectrum 
of care ranging from psychiatric services 
to surgery to dentistry around the world at 
short notice

Evaluation Team and NATO Monitors 
check all deployable installations setting 
up for the CREVAL.

in accordance with AFS Volume 
VII. NATO Monitor team provided 
guidance on policy and procedures 
starting with the selection of applicable 
and evaluated criteria and ended with 
the signing of the formal report.

Overall, the 300th DMTF completed 
all required tasks and was successful 
in meeting the criteria necessary to be 
deemed combat ready. Throughout the 
evaluation, in spite of tough weather 
conditions, they demonstrated 
outstanding performance as both 
medical professionals and as Soldiers.

The NATO Senior Monitor COL 
Calleja and the Evaluation Team Chief 
COL Kyratsakis signed the CREVAL 

   Not only are these Soldiers specialists in saving lives they   
   can also defend themselves.
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formal report signifying that the 300th 

DMTF is combat ready. Upon this 
signature, Lieutenant Colonel Ilias 
Sdralis was presented a plaque on 
behalf of the Headquarters Allied Land 
Command (LANDCOM) Commander 
Lieutenant General J.T. Thomson. 
Their hard work, preparation and 
execution of the CREVAL process 
brought great credit to themselves, the 
Greek Army and the NATO alliance. 

The unit’s journey does not end with 
its certification. They will continue to 
save lives on a daily basis at the 424th 
General Military Hospital, maintain 
the highest level of medical training 
and ensure that their personnel and 
equipment are ready to answer when 
called upon. 

Aerial view of the 300th DMTF set up in Prokopidi Camp.

300th DMTF is Combat Ready

Rufino CALLEJA 
OF-5 (ESP A)

ACOS G4
NRDC GR/G4
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CIMIC ADAPTATION TO WARFIGHTING CONDITIONS: 
SUSTAINING THE CIVIL-MILITARY BOND

Introduction

Current crisis is very complex 
involving a myriad of political, 
economic, ethnic, and religious root 
causes; all of them interdependent. 
The use of only traditional military 
tools, like stop the violence and 
defeat the enemy, is not expected 
to completely resolve the problem. 
There are other characteristics 
present inside the whole crisis, with a 
lot of non-military actors on the ground 
working for their solution, (IOs, NGOs, 
GOs) in aspects like humanitarian 
relief, governance, reconstruction and 
development. That brings the NATO 
force in a position to face aspects 
beyond a pure military domain. An 
example of this is Afghanistan, a 
Non-Article 5 operation, where NATO 
identified the necessity to act not 
only as a security force, but also as 
a supporting force in governance and 
Reconstruction and Development, by 
simultaneously having a supportive 
role to IOs and NGOs.

But what about Article 5 
operations? NATO and Article 5 were 
established in 1949 in the aftermath 
of World War II when communist 
movements supported by the Soviet 
Union posed a serious threat to 
democratically elected governments 
all over a devastated Europe. At such 
a vulnerable time, it seemed clear that 
Europe required not just economic 
aid, but also military support, in order 
to counterbalance the power of the 

Soviet Union, prevent the revival of 
nationalist military movements (such 
as Nazism) and allow for political 
development along democratic lines.

Article 5 is the cornerstone of the 
North Atlantic Treaty Organization 
(NATO) and States that an attack on 
one member of NATO is an attack 
on all of its members. But despite its 
importance, NATO has only invoked 
Article 5 once in its history—in 
response to the terrorist attacks of 
September 11, 2001. On September 
12, 2001, the day after the terrorist 
attacks at the World Trade Center and 
Pentagon, NATO invoked Article 5 for 
the first time in its history, committing 
its members to stand by the United 
States in its response to the attacks. 
In a four-paragraph resolution that 
passed unanimously, the organization 
reflected its understanding that the 
threats to global security had changed 
radically in the 52 years since the 
alliance was founded. On October 2, 
2001, NATO Secretary-General Lord 
Robertson holds a press conference 
to discuss the events of September 
11, and pledges support of the 18 
NATO allies in the campaign against 
international terrorism.

”The commitment to collective 
self-defense embodied in the 
Washington Treaty was entered into 
in circumstances very different from 
those that exist now,” the statement 
read. “But it remains no less valid and 
no less essential today, in a world 

subject to the scourge of international 
terrorism.”

In addition to participation in the 
war in Afghanistan, NATO’s response 
to the 9/11 attacks under Article 5 
included Operation Eagle Assist, in 
which NATO aircraft helped patrol the 
skies over the United States for seven 
months between 2001 and 2002, and 
Operation Active Endeavour, in which 
NATO naval forces were sent to 
perform counterterrorism activities in 
the Eastern Mediterranean. Operation 
Active Endeavour, which began in 
October 2001 and later expanded 
to the entire Mediterranean region, 
didn’t conclude until 2016.  

Though Article 5 has only been 
officially invoked once, NATO has 
taken collective defensive measures 
in other situations, including deploying 
missiles on the border of Turkey and 
Syria in 2012. Russia’s annexation of 
Crimea in 2014 and the rise of ISIS 
in recent years led the Organization 
to implement a huge increase in its 
collective defenses, including tripling 
the size of the NATO Response 
Force. In 2014, NATO member states 
agreed to try and spend 2 percent 
of their GDPs on defense, although 
most member states fail to meet this 
non-binding goal. In those last cases, 
CIMIC assets illustrated increased 
motility. Silently, with professionalism, 
integrity and respect to human.
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CIMIC Guidelines for Article 5 
Operations

NATO documentation covers the 
Non-Article 5 operations with the MC 
0327/2 “NATO Military Policy for Non-
Article 5 Crisis Response Operations.” 
But for Article 5 operations there is no 
such kind of documentation. According 
to AJP-3.19 (2018), which reinforces 
CIMIC relevance across all types of 
operations, CIMIC, and other relevant 
staff branches and capabilities, 
through Civil-Military Interaction (CMI) 
will support conducting a military 
operation in concert with non-military 
actors in a comprehensive manner. 
Meaning that the military approach 
to resolve any crisis should be under 
a more comprehensive framework, 
for both Non-Article 5 and Article 5 
operations.

There is no NATO definition for 
Comprehensive Approach (CA). A 
possible definition could be that it is 
a mindset aiming for synergy, where 
all reciprocating actors respond to 
a crisis, established through co-
ordination and de-confliction of 
political, humanitarian, development 
and security efforts. (CIMIC Field 
Handbook, 2018). That means that 
CA is not a process or a capability 
and for sure is not only about 
comprehensively working together. It 
is about comprehensive understand 
the situational environment. Including 
all the reciprocating actors, like NATO, 
IOs, NGOs and local stakeholders.

For that purpose, it is necessary 
for an HQ to interact comprehensively 
between military and civilian actors. 
This is called CMI. By term, “CMI 

is a group of activities, founded 
on communication, planning and 
coordination, that all NATO military 
bodies share and conduct with 
international and local non-military 
actors, both during NATO operations 
and in preparation for them, which 
mutually increases the effectiveness 
and efficiency of their respective 
actions in response to crises.” (CIMIC 
Field Handbook, 2018). CMI involves 
all military functions, formed in a group 
of activities and disciplines, pointing 
towards an involvement far beyond 
CIMIC staff. This is where CIMIC goes 
in. CIMIC, as a joint function, is going 
to conduct a lot of activities related to 
the civil environment. But probably 
the most important is that it is going 
to facilitate the necessary CMI to the 
rest of the HQ elements. So, CIMIC 
is “a joint function comprising a set of 
capabilities integral to supporting the 

achievement of mission objectives 
and enabling NATO commands to 
participate effectively in a broad 
spectrum of civil-military interaction 
with diverse non-military actors.” 
(CIMIC Field Handbook, 2018). Figure 
1, illustrates  a reminder for the above 
definitions.

Synergy of Efforts

But CIMIC cannot work alone on 
this. There is a strong interrelatedness 
and cooperation between CIMIC and 
other Branches (Table 1).

Figure 1: Definitions reminder

CIMIC
    STRATCOM/      
  INFO OPS and  
      PSYOPS

Contribute to influence the perceptions and decision-making of 
civil actors and will support to align STRATCOM messaging 
with key partners and interlocutors.

       Logistics
Contribute to limit possible negative effects of competition by 
resources and de-conflict the use of lines of communication, 
SPODs and APODs.

 Special Operations

SOF and CIMIC can mutually support each other in their efforts 
including, special reconnaissance in a hostile or uncertain en-
vironment and information exchange with respect to the civil 
environment. This is essential in order to enhance the common 
operational picture.

Military Engineering
CIMIC will facilitate the interaction between MILENG and oth-
er relevant non-military actors. This collaboration may lead to 
possible CIMIC projects.

  Force Protection

CIMIC promotes force acceptance, thereby helping to reduce 
incidents against the NATO-led force contributing in that way to 
the overall force protection effort. CIMIC may also receive infor-
mation through its liaison that can be useful for improving force 
protection. Such as overall acceptance of the force amongst 
the population or certain groups or warnings in current threats.

Table 1: CIMIC Levels of Collaboration
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Figure 2: JTF HQ Integrated Model

Cross-cutting topics in Warfighting

These are topics not purely inside 
the military’s primary responsibility 
but have a great impact on the military 
mission. Their interest and application 
“cross-cuts” all the Branches, 
including a range of different topics 
which could affect the mission and 
they are outside the military’s primary 
responsibility. They are involving a lot 
of NATO Legal, Moral and Political 
Obligations, alongside with different 
military Disciplines, Branches and 
Command Levels. These are, for 
example, Protection of Civilians 
(PoC), Children and Armed Conflict 
(CAAC), Cultural Property Protection 
(CPP), Women Peace and Security 
(WPS) and Building Integrity (BI). And 
the list still grows up.

CIMIC roles in a Multi-Corp Land 
Component Command (MC LCC)

Defining the CIMIC roles in an 
Article 5 operation, for now, is just a 

mental or an intellectual thought. So, 
what could be done is to analyze what 
CIMIC was, until now, in a Non-Article 
5 operation, and what imaginary 
CIMIC will become, in a Warfighting 
Article 3 or Article 5 operation. One 
thing that never changes is the CIMIC 
three Core Functions. However, 
combat operations require a different 
quantum of CIMIC activities compared 
to stabilization or disaster relief 
operations. The principles of CIMIC 
remain the same, but the emphasis 
between the core functions may 
change.

So far, NFSs were accredited 
to operate under Non-Article 5 
operations as JTF HQs. Additionally, 
NRDC-GR was also certified to act 
both at Operational and Tactical 
level, the so-called Integrated Model 
(Figure 2). Under the framework 
of a Collective Defense Operation, 
CIMIC activities were characterized 
by a high-level interaction with all 
the non-military entities, varying from 

the International Organizations (IOs), 
Governmental Organizations (GOs), 
Non-Governmental Organizations 
(NGOs), National Authorities, Local 
civil actors, Local leaders, other civilian 
stakeholders or local civil influencers. 
Generally, CIMIC tasks were focusing 
on supporting the Non-Military Actors 
and the Civil Environment.

Combat operations may be 
required to directly defend NATO 
against an aggressor. The tempo 
of activities in combat is usually 
high with accelerated speed and 
scale of manoeuver. The operating 
environment is characterized by 
the fact that the defense will first 
and foremost involve territory of the 
member states of the Alliance; those 
states are sovereign and generally 
fully functioning. The relationship 
between the NATO force and the 
Host Nation (HN) is governed by 
long standing bilateral- and/or multi-
lateral agreements. Support to the 
civil environment will be a national 
responsibility and memoranda of 
understanding may cover many 
aspects of support to the force. CIMIC 
will focus on “Support the force” as 
the HN and other responders will 
support the civil environment. CIMIC 
units liaise primarily with the HN at 
every level in order to benefit from HN 
capabilities to support the operations.

CIMIC

Intelligence

CIMIC personnel gather information on the civil environment that is 
necessary for intelligence, but under the risk that CIMIC activities 
being perceived as military intelligence gathering, this is something 
that should be avoided.

Medical

In accordance with established humanitarian support concepts, 
COM MC LCC may be requested to provide medical assistance 
to local population for a limited duration of time, raising the need 
for robust coordination with authorities and other organizations, 
alongside with exchange of medical information with local actors 
regarding epidemics, health problems, etc.

   C-IED

C-IED activities are necessary to prevent and protect the popula-
tion and friendly forces against IEDs’ threat. So, there is a neces-
sary to interact with the civil environment to harmonize efforts and 
promote information exchange.

Electronic 
Warfare

It is necessary to coordinate MC LCC’s activities with other actors, 
friendly or neutral, to avoid or minimize undesired effects.

CBRN Defense
Coordination with civil authorities for planning and response to a 
CBRN incident.
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MC LCC will face a series of 
challenges during combat operations. 
IOs/NGOs may fill in capability gaps 
as the second responder although 
they are likely to be fewer in areas 
of high intensity combat.  The control 
of civilian movement (Refugees, 
internally displaced persons and 
evacuees), as well as the use of 
infrastructure (MSRs, APODs/ 
SPODs) would be vital areas of 
coordination with the HN and IOs/
NGOs, facilitating their involvement 
through appropriate actions. The 
adversary might target civilians by 
destroying vital infrastructure or use 
other means to destabilize society, like 
minority tensions. Moreover, major 
CIMIC sites of significance, e.g. vital/
critical energy infrastructure, must be 
taken into account while conducting 
operations, especially because 
the government’s accessibility and 
protection of those locations might 
be degraded in time and space. 
CIMIC staff should cooperate with 
the host nation to integrate the influx 

of humanitarian aid and development 
organizations. Succeeding in an 
adequate resilience building will be of 
paramount importance.

Considering that a NATO HQ 
will act as a MC LCC, its Area of 
Operations (AOO) will be possibly 
extremely large. This fact will push 
CIMIC capabilities to the limit, in terms 
of maintaining and synchronizing the 
liaison network and sustaining CIMIC 
activities. When coming to facilitate 
a coordination and notification 
mechanism between the Force, HN, 
governmental agencies and IOs/
NGOs, for activating a rapid response 
on Civil Emergency Planning, things 
are going getting more difficult.

Final resolution of the crisis 
wouldn’t be possible without the 
affected nation’s will to fight. NATO 
should play a leadership role in trying 
to understand how to incorporate will 
to fight considerations into partner 
assessments, security cooperation 
activities, and military planning. It 

should be playing a leadership 
role in discussing will to fight 
with partners for scenarios 
in which deterrence fails. 
Included in these discussions, 
of course, would be effective 
civil-military relations, which 
not only strengthen resolve 
but also help determine when 
to stop fighting (i.e., when 
costs outweigh benefits). 
For example, if government 
leaders’ work effectively 
with military leaders, mutual 
confidence and trust grows, 
this can improve expectations 
of victory. Higher expectation 
of victory in turn strengthens Figure 3: National Will to Fight: A Portable Model

will to fight. The concept of national will 
to fight is complex and often addressed 
indirectly as part of research on 
war termination, governance during 
conflict, civil-military relations, and 
other topics. (McNerney et al., 2018)

All the above mentioned issues will 
be at the center of discussion during 
the upcoming CIMIC seminar which 
will be conducted in 2021 (instead 
of the postponed 2020 seminar) 
with the participation of civilian and 
NATO entities, which will have the 
opportunity to present their approach. 
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MILITARY SUPPLY CHAINS DESIGN & RE-DESIGN: 
TIME COMPRESSION THE KEY TO PROVIDE 

AGILITY & COST REDUCTION
1. Executive Summary

This article delivers an analysis 
of a typical Military Supply Chain 
design and Re-design through time-
compression. The methodology 
includes the process definition, 
the mapping of activities and 
the identification of strengths/
weaknesses. Results of data are 
analysed, and a re-redesign is 
proposed. The article finds that 
focusing on the time compression 
(strategic lead-time/operational 
military-days) a 40% cost reduction 
can be achieved (case-example) 
and recommends via a stakeholder 
analysis (benchmarking/strategic-
level) the use of  Radio - frequency 
Identification (RFID), the expansion of 
the Information Technology (IT), the 
collaborative scheduling and more 
authorization/contribution to lower 
levels (units-agility) as improvements. 
The analysis has limitations due to 
the level of classification whilst the 
presented costs and the processes 
are grounded on past performance 
(unclassified) data with realistic 
assumptions.

2. Process Definition & Data 
Collection 

Supply Chain Design/re-
engineering is a complex task, which 
requires management commitment, 
adequate resources and a full-time 
task force. To be effective the project 

when an order is placed from a unit 
(supply-request), the unserviceable 
part is sent to the factory for repair 
following the order because the cost 
is less than the purchase of a new 
one.

Concerning the data collection a 
wide variety of sources can be used 

must be planned and carried out in a 
methodical manner.

The first step is to define the 
process by extracting a clear and 
accurate title.  For example, Military 
Supply  Chain (SC) follows the 
Ordering/Repair & Return (R&R) 
process for repairable spare-parts of 
weapon systems. This means that 

Who What Why How Where

Project 
Manager Interviews

• Understand the Process
• Learn from Experience
• Identify the Steps

Semi-Structure 
Interview

Strategic, 
Operational, 
Tactical Level

Task Force 
Member’s

Documents 
Review

• Understand the Process
• Check the Official Policy 
  of Logistics Directorate

Review
&

Workshop

Logistics 
Directorate/J4 

or JLSG

Data 
Analyst

Data 
Extraction

Identify Cost, Time and 
Visibility

PL SQL-Queries 
or excel Spread-

sheet etc.

Material Control 
Centres or 

J4 Staff Officers
External 
Subject 
Matter 
Expert

Expert 
Judgement

To protect against bias 
Motivational-Cognitive

Interview Results 
Profiling & 

Documentation 
Analysis

Logistics 
Directorate

Table 2-1: Data Collection Sources & Method Examples
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according to Project Management 
Institute (PMI) methodology (Project 
Management Institute, 2017) towards 
achieving accuracy, quality, reliability, 
and integrity (Table 2-1).

After the interviews, document 
review and Subject Matter Expert 
(SME) Judgement,  a Break-Down 
Structure of the supply chain must 
be produced (Figure 2-1) showing 
the level of details. In this structure, 
a bottom-up (step by step) analysis 
is conducted for identifying all the 

Figure 2-1: Break-Down Structure of the 3-echelon Military Supply Chain

Figure 2-2: The Step by Step Analysis of Order/Repair & Return Process

Figure 2-3: The Simplified Flow-Chart
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activities related to the logistics 
activities (Figure 2-2).

In order to illustrate the 
connections, a Simplified Flow-Chart 
can demonstrate the full process by 
adding the info (Figure 2-3).

3. Analysis & Results

Analysis of case histories shows 
that a change to TIME-BASED 
policies, practices and controls can 
bring:

• Quality improvements 60% to 
80%

• Productivity improvements 
50%+

• Inventory reduction of 50% to 
90%

• Development time reduction 
of 50% to 75%

In this step by following the 
Flow-Chart, we can allocate to each 
activity the time of completion. For 
the ordering procedures, data can 
be mined from the IT-system (ERPs, 

LOGFAs, National etc) whilst for 
the logistics from the interviews/
document reviews. A Gantt-Chart 
must be produced providing full 
visibility (Figure 3-1). 

The chart illustrates the longest 
lead-time needed for a part to complete 
the process (Added-value time on 
the % Bar). The total regular time, in 
this case is almost 10-Months while 

Figure 3-1: Gantt Chart of the Process 

S/N Why Answer

1 Why was this Order/Logistics Pro-
cess delayed?

Because the total Placement of Orders 
and Shipment Delayed

2 Why the Placement & Shipment 
Delayed

No Direct Placement to Externals IT & 
No Monitor of Maintenance of Repair-
able

3 Why There no Direct Placement & 
Monitor? Bottleneck to the Liaison Officer

4 Why there is a Bottleneck? Because the Liaison has limited Ac-
cess IT Software and Equipment

5 Why there is Limited IT? Because he doesn’t participate in the 
Routing Hub (IT & RFID Hub)

the 3rd Echelon Ordering/Logistics 
represents 68% of the process. In this 
context, an immediate Root-Cause-
Analysis is adopted (Table 3-1) for this 
echelon (Christopher 2016, p.201) as 
the lead-time has a high-impact.

All the non-value adding activities 
using a fishbone-diagram can be 
identified. They studied 6 main 
categories people, processes, 
equipment, insufficient management 
and materials (Bose, 2012) and the 

Table 3-1: Root Cause Analysis for Echelon 3
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technical support etc) and insufficient 
management (poor-relationships, 
decision-making etc). Therefore, the 
major changes linked to the actual-
flow and compression of time, some 
IT unexploited capabilities, and the 
current mentality of the personnel 
(organizational behaviour). Changes 
in the physical structure are not 
included because the Defence 
Doctrine is considered static and thus 
the Theatre of Logistics Operations. 

The diagram illustrates (Figure 4-1) 
the re-design of the process where the 
longest lead-time of a spare-part can 
be reduced by 40% (75 days) (from 
10months to 6,5-Project Statistics). 
The purple bars are demonstrating 
the initial situation (Figure 3-1) while 
the blue-colour bar is verifying the 
new duration of the activity. The bold 
blue is the remaining value-added 
time. The TBPM was also produced 
to facilitate the comparison with the 
initial state. All the activities with 
changes are highlighted orange.

5. Improvement Plan

The objective of the improvement 
plan is to guarantee the successful 
implementation of the re-design. A 
virtuous idea is to benchmark with the 
practice of the Act-Plan-Do-Check with 
which the Army is familiar  considering 
the stakeholders’ engagement for 
better results (Gregory and Rawling, 
2016).

A map is produced (Figure 5-1) for 
identifying divisions or organizations 
that could impact or be impacted by 
any activity. Information’s regarding 
their interests, involvement or 
influence included.

A Power/Interest Grid Model is
used to plan-stakeholder-manage-
ment focusing on the maintenance 
processes (echelon-3). The key 
ones are the Logistics Directorate, 
Divisions, NSPA and Foreign Military 
Sales (FMS).

For the key stakeholders, an 

time-value was assessed with 3 
criteria (process change the item, the 
customer cares for the process, is 
the right process no need to repeat) 
(Wilding, 1999).

It was concluded that the Non-
Added value time is more than 70% 
of the overall process while 10% 
of queuing time is in the ordering/
logistics. Activities are iterating in 
every echelon resulting in 40% re-work 
time while for the activity Shipping/
Monitor more than 40% of the time is 
waste (non-parallel actions).

4. Military Supply Chain Re-
Design: The Revised Time-Based 
Process Map

The revised Time-Based Process 
Map (TBPM) can be developed based 
on the results of the cause/effect 
analysis. The main roots are related 
to processes (fault-ordering, late-
shipment etc), the equipment (poor 

Figure 3-2: The Fishbone Diagram                                                         Source: Adapted from (Bose, 2012)
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Figure 4-1: Time Based Analysis – The Resign

Figure 5-1: Military 
Stakeholders Identification

Figure 5-2: Plan Stakeholder 
Management 
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Figure 5-3: Stakeholders Engagement Matrix

Engagement Matrix formed, to check 
the current status and overcome any 
obstacles (Figure 5-3).

Then an ACT-PLAN-DO-CHECK 
benchmark was done comparing the 
practices of the Logistics Directorate 
with the NSPA-Routing-Hub focusing 
on shipping/monitoring of repair 
spare-parts improvements & Info-
Share.

Plan

• NSPA Routing Hub 
Participation (example).

• RFID for the Shipment/
Monitor of Repairable in External & 
Internal Supply Chain.

• Collaborative Scheduling for 
the 1-for-1 parts (Liaison Officers from 
Echelon 1-2-3 work together).

• Expansion of IT to Logistics-
Staff-Planners (Direct authorization to 
execute the Bills).

Expected Outcome: Confirmation 
of the Proposed Re-design & Official 
Results.

Do

• Pilot Application in Internal 
SC in 3 Stages (Figure 5-4).

• Participation in the NATO 
Asset Tracking Capabilities Workshop 
for  External SC.

Check

A simplified Better versus Current 
Analysis (Bicheno, Holweg and 
Bicheno, 2009) was conducted to 
check the results after the use of 
the pilot application for 16 months 
(classified-military-info) based on five 
measures (Table 5-1). 

Figure 5-4: Stages of Implementation

Measure Current 
Status

Better
Status

Target
(Estimation)

Actual
Improvent

Target 
Archieved

Lead-time 10 
Months

6.5 
Months 25% 40%

Duplicated 
work 50% 20% 10% 12%

Cost of 
Implementa-

tion
(Investment on 

Application)

* * 50% 49%

Relationships 
of echelons * * 60% 55%

Operational 
military 

readiness 
(Satisfaction 

of Units)

* * 40% 50%

Table 5-1: Pilot Application Results
* Due to Limited Info only the results can be presented
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Figure 6-1: Cost Reduction From the 1-for-1 Supply Chain Re-design

Act

After the review of the 
Scorecard presented in 
Table 5-1, it was decided 
that the re-design can be 
implemented. Although since 
the relationships failed to 
meet the target and the cost 
of implementation (on target/
with concerns) a further 
feasibility study was ordered 
to begin focusing:

— On the channels of 
communication in the specific   design 
(collaborative-environment).

— The negotiations over 
contracts for more extensive use 
of technology with lower-cost [via 
Research and Development (R&D) 
Directorate-Centers].

6. Cost Analysis & Implications

The initial implementation of the 
re-design results in an overall 40% 
cost reduction.

Before proceeding with the 
analysis, a set of assumptions and 
hypothesis is desirable:

• The spare parts are not 
repairable at the Internal SC and need 
to follow the longest lead-time [(Only 
large- Spare Parts (SPs)].

• There is not any dependent 
demand for sub-parts of the large SPs

• Safety stock for the Supply 
and Maintenance (S&M) will not be 
calculated despite they are belonging 
to an external SC (complexity of 
calculations).

• There is no trade-off between 

holding-ordering costs because of the 1-for-1 replenishment (defines the 
number of orders and stoke on depot).

Simplified CASE Study example

Let’s assume that a Military SC owns 200 Main-Battle-Tanks (MBT) using 
the same Large SP (engine) with a buying price 100000€ and a repairable 
price 30.000 transportation costs included. The safety stoke is 10% (high-cost, 
low demand but volatile) equals to 20 SP (80% new – 20% repaired Pareto 
Principle). The contracts with NSPA for the R&R are cost reimbursable with a 

cycle of 6 months to repair & return otherwise the option (terms) to buy a new 
one on the price of 50.000€ is released and 30% discount to continue the 
program of the repairable.

Current Design: 

The lead-time 10 months with no visibility of the maintenance level of 

1.  70% = Small & Medium Size (S&M) = Price from 65 to 2.000€, Average 
700€
2.  20% = S & M (High value) = 2.000 – 10.000€ average 3.000€

3.  10% Large Spare- Parts (SPs)= 10.000 – 200.000 € Average Price 
9.000€

Table 6-1: Spare Parts (1-for-1) Allocation

Cost = 100.000€ (new) + 30.000€ (repairable) = 130.000€

Safety Stoke Cost (SSC)= 16*100.000 + 4*30.000 = 1.720.000€

Table 6-2: Current design Costs

the Repairable part. The repair delays more than 6 months and the logistics 
department can’t activate the reimbursable term and buys a new one to solve 
the critical problem of immobility of MBT.

Cost = 50.000 + 20.000 (repairable with discount) = 70.000€

Safety stoke = 14*100.000 + 3*30.000 = 1.490.000€

Table 6-3: Re-design Costs
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Re-design:

Lead-time to 6 months with visibility to the maintenance level. If repair 
delays more than 6 months the logistics department can object and win the 
reimbursement. Safety stoke reduced by 12% so there are 17 SPs (14 – 3).

Table 6-5: PERT & Cost Savings Annually

Broke-Downs/Annually
PERT = (O+4N+P)/6 = 3.33

Optimistic 2 Times

Normal 3 Times
Total Cost Reduction = 3.33 * 60K =

200.000 €

Pessimis-
tic 6 Times SSC = 230.000 €

TOTAL COST REDUCTION  =  *430.000€ per year
* Only for one Type of The Large SPs

7. Portfolio Analysis & Benefits:
Customer Perception 

The preliminary portfolio 
of measurement for this SCs 
encompassed the following 
prioritization:

a. Scope

b. Cost

c. Time (Days of Operations –

Lead-Time of Material) 

d. Quality = Response time &
Speed of Query Resolution. 

After the re-design, the unit’s 
perception changed from the stoke 
availability need to the delivery 
on time because the total time of 
fulfilling an Order-R&R process was 
reduced by more than 40% of the 

process in the 3rd 

Echelon. Moreover, 
the collaborative 
scheduling which 
helps to decrease 
the time in the 1st–
2nd echelon can 
create more value 
to Units in terms of 

Figure 7-1: The Redesign Portfolio of Measurement

understanding the process better and 
motivated them to contribute further. 

The IT & RFID which supported the 
overall process to minimize the time 
on Echelon 2&3 impacted not only 
the internal customers but also the 
Logistics Directorate as a customer to 
the external stakeholders (Specially 
NSPA). By Participating in the NATO-
Routing Hub, had the opportunity 
to contribute in the decision-making 
process of the maintenance (factories-
abroad) and gain transparency by 
improving the quality over 90%.  In 
this context, the resistance to change 
was limited, to a huge organization 
(70.000 personnel), and the trust 
on the activities helped the supply 
chain to become more agile and 
responsiveness (Wilding, 1999).

Nevertheless, the organization 
is imperative to adopt the measures 
by understanding the changes in 
units base perception. For the Army/
Logistics this means that the priority 
must be the Time (lead-time) by trying 
to compress more and more. Then on 
the bases of the scope, the cost can 
be reduced by 40% whilst the quality 
that the Units perceive by 90%.

Current Cost– Redesign Cost = 130K– 70K = 60.000€ /1 SP
SSC Current – SSC Redesign =     230.000€ 

For 12% SSC Reduction

Table 6-4: For 1 Engine + 12% SSF Reduction the Cost Savings are:

Dimitrios ZAIRES
OF-1 (HE A)

Former CIMIC LO
NRDC-GR/G9

In order to make a calculation of the annual Cost Savings we used the 
Program Evaluation & Review Technique (PERT) (Project Management 
Institute, 2017) to estimate the Broke-Downs/Annum and the relative cost as 
follows:
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NRDC-GR CHANGE OF COMMAND

On Friday 20th of March, NATO 
Rapid Deployable Corps Greece 
(NRDC-GR) welcomed its new 
Commander.  Lieutenant General 
(HE A) Dimitrios KOUKKOS, who left 
his role as Commander of Hellenic 
Supreme Joint War College in 
Thessaloniki, took over from 
Lieutenant General Konstantinos 
KOUTRAS.

After one year in the role as 
Commander, Lieutenant General    
(HE A) Konstantinos KOUTRAS, lea-
ves NRDC-GR and goes on as 
Hellenic Army Inspector General - 
Doctrine and Training Commander in 
Athens. In his farewell speech, 
Lieutenant General Konstantinos 
KOUTRAS, expressed his deep 
gratitude to NRDC-GR’s personnel. 
“It is my duty to acknowledge your 
hard work, beyond any professional 
obligations and duties, not fearing 
to sacrifice time and effort, faithful 
to the execution of the mission, your 
will to offer, you soul, your ethos…
you should all feel proud for serving 
NRDC-GR and I urge you to continue 

working in the same pace and manner 
with your new Commander, with the 
same enthusiasm, faith and will, 
aiming to maintain the Headquarters 
strong and competitive, which will 
continue to abide by the absolute 
and strict obedience to what its motto 
dictates “To cut the Gordian Knot” he 
stated.

The incoming Commander, Lt.  
General Dimitrios KOUKKOS, who 
participated in the working group 
for the establishment of NRDC-GR 
during the period of 2001-2003, has 

vast experience in multinational 
environments, having completed 
numerous tours within NATO 
headquarters. During his speech, 
referring to NDRC-GR’s upcoming 
role as MC LCC, in the framework of 
the Long Term Commitments Plan, he 
expressed his expectations. “I expect 
from each and every one of you to aim 
higher, to give your best effort in order 
to keep Headquarters a strong and 
competitive entity”, he said.

Due to the recent COVID-19 crisis 
and the announced measures on 
countering virus’s spread, the Change 
of Command ceremony was held 
without the presence of guests and 
media.
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NRDC-GR CHIEF OF STAFF
CHANGE OF COMMAND

On Friday 27th of March, NATO 
Rapid Deployable Corps Greece 
(NRDC-GR) welcomed the new Chief 
of Staff (COS). Major General  Antonios 
CHATZIGEORGIOU (HE A), who left 
his assignment role as Commander of 
XX Armoured Division in Kavala, took 
over from (ret) Lieutenant General 
Paschalis DALLAS (HE A).

After one year in the role as COS, 
(ret.) Lieutenant General Paschalis 
DALLAS (HE A), leaved NRDC-GR. 
During a plain but warm and friendly 
Hand over – Take over (HOTO) 
ceremony in NRDC-GR’s premises 
between the two classmates of 
Hellenic Army’s Academy class 1986, 
(ret) Lieutenant General Paschalis 
DALLAS (HE A) informed the new 
COS on the ongoing issues and 
upcoming events of NRDC-GR.

The incoming COS, Major General 
Antonios CHATZIGEORGIOU, is
an Armour/Cavalry officer with 
extended experience in multinational 
and national environments, having 
completed tours within NATO 
Headquarters and UN missions.

Major General Ivan ORTOMAROV 
(BGR A), Deputy Commander of 
the NATO Rapid Deployable Corps 
Greece presided the HOTO ceremony 
between the two flag officers at 
NRDC-GR’s premises.

Due to the recent COVID-19 crisis 
and the announced measures on 
countering virus’s spread, the COS 
HOTO ceremony was held with the 
presence of the absolutely minimum 
personnel.
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NRDC-GR ACADEMICS & KEY LEADERS 
TRAINING THE MC LCC ROLE EXPLAINED

 rom January 20 to January 
23, 2020, NATO Rapid Deployable 
Corps – Greece conducted the Aca-
demics and Key Leaders Training for 
the upcoming Exercise Gordian Knot 
2020 (GOKT20), with the participa-
tion of all the personnel of the Head-
quarters. The plenary sessions of the 
Academics event were held in the 
Thessaloniki Officers Club while the 
Subject Focused Sessions and the 
KLT were conducted in the NRDC-
GR HQ premises.

The aim of GOKT20 Academics 
and Key Leaders Training was to 
provide to all HQ personnel a basic 
knowledge of MC LCC role, risks and 
challenges, by a cross-domain set of 
briefings, with emphasis on the top-
ics of operational design, campaign 
assessment, information operations, 
targeting, intelligence, logistics and 
civil military operations.

The event was highly productive 
and a great opportunity for the HQ 
personnel to exchange opinions, ex-
periences and ideas, on issues con-
cerning the Warfighting Corps role 
and to get the desired knowledge and 
experience in order to prepare and 
train for the upcoming exercise and 
the MC LCC role of the HQ.

F
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NRDC-GR DEDICATED FORCES CONFERENCE

 n 24 January 2020, NRDC-
GR hosted the 1st Dedicated Forces 
Conference at its premises, organized 
by SUPPORT DIVISION/HQ SPT.

The aim of the Conference was to 
inform the dedicated forces to NRDC- 
GR about its new role as MC-LCC, 
the deployment mechanism and 
challenges, to exchange information 
and to create the necessary 
conditions for a fruitful cooperation.

During the conference a series of 
briefings were delivered in order to 
present the new role of NRDC-GR 
as MC-LCC, as well as the upcoming 
exercises and training activities.

Ο

NRDC-GR INTERNSHIP INDUCTION TRAINING
 n 29 January 2020, NATO 

Rapid Deployable Corps–Greece 
(NRDC-GR) HQ conducted the In-
ternship Induction Training at its 
premises. DCOS Support welcomed 
the Interns and wished them a fruit-
ful and educational experience, hop-
ing they will bring fresh and out of the 
box ideas to the Branches they have 
been embedded.

NRDC-GR Internship Program 
(NIP) provides current university 
students and recent graduates from 
NATO members nations, the opportu-
nity to gain valuable experience and 
develop an understanding on how 
an international military organization 
works.

O
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NRDC-GR HOSTS 3rd NFS CSEL CONFERENCE

 he year 2018 LANDCOM 
HQ took the initiative to organize 
NATO Force Structure Command 
Senior Enlisted Leaders (NFS CSEL) 
Conferences. The 1st conference was 
hosted by HQ ARRC from 05 to 07 
February 2018 in the UK and the 2nd 

one was hosted by NRDC-T from 11 
to 13 February 2019 in Turkey. This 
year our HQ had the honor to host 
the 3rd NFS CSEL Conference in its 
premises from 04 to 05 February 
2020.

The aim of the conference is 
to synchronize and focus efforts 
throughout the GRF(L) CSEL 
network, discuss  NCOs initiatives and 
NCO employment and capabilities 
that directly impact readiness and 
interoperability of the organization.

The main topics of the agenda 
of LANDCOM’s CSEL, CWO 
Kevin Mathers, were the Chiefs 
of Transformation Conference 
(COTC19) outcomes, the Mutual 
Training Support and an update 
on the current NATO Professional 
Development Schools and Programs. 
The inputs from Allied Command 
Operations CSEL, CSM Siim Saliste 
and British Army Sergeant Major, 
WO1 G. Patton, were critical to this 
CSEL forum.

T
NFS CSEL Conference is one of 

the most significant events within 
the NATO GRF(L) Community. 
Hosting this event was an outstanding 
opportunity for our personnel to meet 
senior enlisted leaders across the 
Alliance and discuss with them many 
ongoing initiatives that will help us 
maximize NCO Human Capital. In 
addition the conference provided an 
added value to our Command.

“I strongly believe that such 
conferences remain the appropriate 
mechanism which support and 

empower the NCOs in a multinational 
environment and adapt an approach 
to NCO development which aims 
to meet future complex security 
challenges by finding the gaps and 
offering solutions.”

The next NFS CSEL Conference 
is scheduled to be hosted by 1 
GNC in Münster in the beginning of 
February 2021.

Written by
Ioannis CHARISIADIS

OR-9 (HE A)
NRDC-GR/Command Senior Enlisted Leader
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 rom the  4th to the 7th  of 
February 2020, NATO Rapid Deploy-
able Corps - Greece Headquarters 
hosted at its premises the 2020 Legal 
Advisors’ Seminar entitled “Legal 
Contribution to NATO Operations 
Planning Process”. 

The Seminar under question 
aimed at casting light upon the Legal 
Advisors’ role throughout the whole 
spectrum of the planning process 
for a mission/operation. In fact, 
the Seminar had as its purpose to 
prove that Legal Advisors are indeed 
“mission enablers” and to illustrate 
the legal challenges that Legal 
Advisors and Military Planners alike 
have to phase and overcome within 
this process. This was achieved 
via a combination of theory and 
practice; academic lectures upon the 
theoretical and technical background 
of this role and the practical 
implementation (syndicate work) of 
their content via case studies based 

F

“LEGAL ADVISORS’ SEMINAR 2020: 
Legal Contribution to NATO Operations Planning Process”

upon a fictitious scenario for which a 
mission/operation had to be planned 
and coordinated were the two main 
aspects of the Seminar. 

More precisely, the aforementioned 
lectures elaborated upon issues such 
as, but not limited to: all legal matters 
arising in the operations planning 
process, including the legal basis of 
each operation, the implementation 
of international humanitarian law 
principles, the use of force in military 
operations, the negotiation of mission 
specific agreements. Keynote 
lectures about the legal nature of 
Memoranda of Understanding, as well 
as the fiscal and custom privileges 
of NATO military personnel were 
also incorporated in the Seminar’s 
programme. Furthermore, a concrete 
presentation of NATO crisis response, 
rules of engagement and targeting 
planning processes, as well as 
academic lectures on naval warfare, 
foreign fighters and the collapse of 

Daesh, and autonomous weapons 
systems also took place, thus 
enabling a holistic approach towards 
the legal aspect of the operations 
planning process and towards other 
crucial modern legal issues that surely 
concern all Legal Advisors. 

The Seminar had the honour 
to commence with a welcome 
address by the Chief of Staff of 
NRDC-GR, Major General Paschalis 
Dallas. The Director of the Hellenic 
National Defence General Staff 
Legal Corps and the Legal Support 
Directorate, Major General Spyridon 
Giannakakis, also addressed the 
chamber by highlighting that today’s 
reality consists of politically unstable 
times marked by new geo-strategic 
realities and the emergence of new 
and asymmetric security threats, all 
of which pinpoint the role of legal 
advisors as operational enablers, 
thus rendering their deep involvement 
and early integration crucial for the 
successful planning and conduct of a 
mission/operation.         

Generally, the Seminar’s speakers 
and participants included participants 
from NATO Command Structure 
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NRDC-GR CONDUCTS 
THE MILITARY MEDICAL SEMINAR “MACHAOΝ 2020”

 n 6 and 7 February 2020, 
NATO Rapid Deployable Corps-
Greece (NRDC-GR) HQ conducted in 
its premises the Military Medical Sem-
inar 2020, titled “MACHAON,” with 
speakers and participants from NATO 
Force Structure (NFS) HQs, NATO 
Force Integrated Units (NFIU), MND-
NE, the Medical Centre of Excellence, 
Kings College of London and NATO 
countries including Medical Doctors 
from the Hellenic Military Hospitals 
and the Medical Director from the Hel-
lenic Air-Force General Staff.

The seminar served as a useful 
platform for medical advisors, medi-
cal planners, experts and profession-

O

als to share their experiences, views 
and good practices. It enhanced their 
capacities and built up a common un-

derstanding on critical military medi-
cal matters that are connected with 
the planning of military operations.

(NCS) HQs, NATO Force Structure 
(NFS) HQs, Ministries of Defence of 
Croatia and  Estonia, Multinational 
Division South-East (MND-SE), 
Hellenic National Defence General 
Staff Legal Corps, International 
Organizations (ICRC), Aristotle 
University of Thessaloniki (Law 
Faculty), Democritus University of 
Thrace (Law Faculty), students from 
the Hellenic Military Academies, 
as well as NRDC-GR HQ Legal 
Interns. It is, thus, evident that the 
various different backgrounds of 
the participants did facilitate the 
exchange of good practices, of at-
the-field knowledge and of relevant 
experiences in general. 

All in all, the successful conduct 
of the Seminar did illustrate the key 

role that Legal Advisors hold within 
the operation planning process, 
a role that surely guarantees the 
legality of a mission/operation, while, 

at the same time, contributing to the 
“legal confrontation” of the increased 
asymmetric threats in the challenging 
security environment of today.
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CHIEF OF HELLENIC NATIONAL DEFENSE 
GENERAL STAFF VISIT TO NRDC-GR

 n 13 February 2020, General 
Konstantinos FLOROS, Chief of 
Hellenic National Defense General 
Staff, paid an official visit to NATO 
Rapid Deployable Corps – Greece 
HQ.

After an office call with the NRDC-
GR Commander, Lieutenant General 
Konstantinos KOUTRAS, a briefing 
was delivered regarding the structure, 
role and mission of the HQ.

General FLOROS expressed his 
appreciation for the warm welcome 
and his outmost satisfaction for 
the progress of the Headquarters, 
stressing his confidence that NRDC-
GR will successfully adapt to fulfill 

its new NATO role as a Multi Corps 
Land Component Command (MC- 
LCC). Concluding, he stressed that 
this HQ evolution is the evidence of 

our Nation’s commitment to peace 
and security, highlighting also to our 
multinational personnel that “together 
we can accomplish everything.”

O
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NRDC-GR CELEBRATES 
THE BULGARIAN NATIONAL DAY

 n March 6, 2020, NATO Rapid 
Deployable Corps Greece (NRDC-
GR HQ) celebrated the Bulgarian 
National Day. Commander of NRDC-
GR Lieutenant General Konstantinos 
KOUTRAS welcomed the Bulgarian 
Consul General Mr. Vladimir 
PISANCHEV and the Consuls from the 
Contributing Nations, who honoured 
the event with their presence.

Deputy Commander of NRDC-
GR, Major General (BGR A) Ivan 
ORTOMAROV, the Senior Bulgarian 
Officer in the HQ, highlighted the 
importance of the day and expressed 
his sincere gratitude to Greece 
as the Host Nation, as well as to 
all contributing Nations, for the 
opportunity provided to the Bulgarian 
Contingent to raise the Bulgarian Flag 
on their National Day.

The Commander of NRDC-GR 
expressed his pleasure for celebrating 
together the 142nd anniversary 
of Bulgaria’s independence. The 
ceremony concluded with a reception 
that took place at NRDC-GR HQ’s 
premises.

O
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NRDC-GR 
NATO Rapid Deployable Corps - Greece

Contact us:  
Telephones: 
Operator: 2310 88 2400 
Public Affairs Office: 2310 88 2452 

e-mail: nrdcgr@gmail.com
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EDITORIAL 

Dear readers, 

Herald’s purpose is to provide the public with the latest 
updates on military and security-related subjects. The aim 
of this issue is to disseminate the positions and expertise 
of the Headquarters’ staff alongside specialists from the 
entire NATO community and distinguished academics. This 
publication can be retrieved and distributed in electronic 
form through the site of NRDC-GR HQ.

The topics that can be found in Issue 14 are 
concerning the COVID-19 outbreak and military medical 
treatment facilities. Also, articles analyzing operational 
issues and missions and how security can adapt in a 
hybrid world. Additionally, you can read articles focus on 
terrorism financing and various legal perspectives of NATO 
operations. 

The Public Affairs Office team would like to thank the 
writers of the articles for their contribution. PAO’s goal 
is to inform the entire community concerning the latest 
developments at NRDC-GR HQs and beyond. Please, 
bear in mind that the views expressed in the articles are 
those of the contributing writers and do not represent the 
official opinions of NRDC-GR or NATO.

In these difficult times be informed, be prepared and 
be ready to fight for a better world. 

Very respectfully, 

Thomas SYRPAS
OF-5 (HE A) 
Chief PAO

NRDC-GR/COMM DIVISION
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